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ʂʣʘʩʩʀʉʇɼʥ ʆʜʥʦʧʦʣʴʟʦʚʘʪʝʣʴʩʢʘʷ 

ʦʙʨʘʙʦʪʢʘ ʇɼʥ

ʄʥʦʛʦʧʦʣʴʟʦʚʘʪʝʣʴʩʢʘʷ 

ʦʙʨʘʙʦʪʢʘ ʇɼʥʧʨʠ 

ʨʘʚʥʳʭ ʧʨʘʚʘʭ ʜʦʩʪʫʧʘ

ʄʥʦʛʦʧʦʣʴʟʦʚʘʪʝʣʴʩʢʘʷ 

ʦʙʨʘʙʦʪʢʘ ʇɼʥʧʨʠ 

ʨʘʟʣʠʯʥʳʭ ʧʨʘʚʘʭ 

ʜʦʩʪʫʧʘ

3 2 1 3 2 1 3 2 1

ɸʚʪʦʤʘʪʠʯʝʩʢʘʷ ʧʨʦʚʝʨʢʘ ʥʘ ʥʘʣʠʯʠʝ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ ʩ ʚʦʟʤʦʞʥʦʩʪʴʶ ʙʣʦʢʠʨʦʚʘʥʠʷ, 

ʣʝʯʝʥʠʷ ʠʣʠ ʫʜʘʣʝʥʠʷ

ʈʝʛʫʣʷʨʥʘʷ ʧʨʦʚʝʨʢʘ ʧʦ ʨʘʩʧʠʩʘʥʠʶ

ʀʥʠʮʠʘʣʠʟʘʮʠʷ ʧʨʦʚʝʨʢʠ ʧʨʠ ʬʘʢʪʝ ʦʙʥʘʨʫʞʝʥʠʷ 

ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ

ʅʘʣʠʯʠʝ ʤʝʭʘʥʠʟʤʘ ʦʪʢʘʪʘ ʧʨʠ ʧʦʠʩʢʝ 

ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ

ʅʝʧʨʝʨʳʚʥʳʡ ʢʦʥʪʨʦʣʴ ʦʙʤʝʥʘ ʩ ʚʥʝʰʥʠʤʠ 

ʩʝʪʷʤʠ

ʅʝʧʨʝʨʳʚʥʳʡ ʤʦʥʠʪʦʨʠʥʛ ʢʘʥʘʣʦʚ ʦʙʤʝʥʘ 

ʠʥʬʦʨʤʘʮʠʠ ʀʉʇɼʥ

ɸʚʪʦʤʘʪʠʯʝʩʢʘʷ ʧʨʦʚʝʨʢʘ ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ 

ʧʨʠ ʠʤʧʦʨʪʝ ʚ ʀʉʇɼʥʚʚʠʨʪʫʘʣʥʦʡʩʨʝʜʝ

ʅʘʣʠʯʠʝ ʧʨʦʛʨʘʤʤʥʳʭ ʣʦʚʫʰʝʢ

ʅʝʧʨʝʨʳʚʥʳʡ ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ ʤʦʥʠʪʦʨʠʥʛ ʦʙʤʝʥʘ 

ʚ ʀʉʇɼʥ

ʆʙʷʟʘʪʝʣʴʥʘʷʩʝʨʪʠʬʠʢʘʮʠʷ ʇʆ

ʇʦʜʩʠʩʪʝʤʘ ʘʥʪʠʚʠʨʫʩʥʦʡ 

ʟʘʱʠʪʳ



ʇʨʠʥʮʠʧʳ ʧʦʩʪʨʦʝʥʠʷ 

ʩʠʩʪʝʤ ʟʘʱʠʪʳ

ʉʝʨʪʠʬʠʢʘʮʠʷ ʥʝʦʙʭʦʜʠʤʘ ʊʆʃʔʂʆ ʜʣʷ 

ʩʠʩʪʝʤ 2 ʠ 1 ʢʣʘʩʩʘ

ʅʫʞʥʦ ʣʠ ʦʙʷʟʘʪʝʣʴʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʳʝ ʉɿʀ?



ʇʨʠʥʮʠʧʳ ʧʦʩʪʨʦʝʥʠʷ 

ʩʠʩʪʝʤ ʟʘʱʠʪʳ

ɼʣʷ 4 ʠ 3 ʢʣʘʩʩʘ ïʟʘʱʠʪʘ ʨʘʙʦʯʠʭ 

ʩʪʘʥʮʠʡ ʠ ʩʝʨʚʝʨʦʚ

ɼʣʷ 2 ʢʣʘʩʩʘ ïʜʦʧʦʣʥʠʪʝʣʴʥʘʷ ʟʘʱʠʪʘ 

ʠʥʪʝʨʥʝʪ ʰʣʶʟʘ ʠ ʧʦʯʪʦʚʳʭ ʩʠʩʪʝʤ

ɼʣʷ 1 ʢʣʘʩʩʘ ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ ʟʘʱʠʪʘ 

ʩʠʩʪʝʤʳ ʦʙʨʘʙʦʪʢʠ ʇɼʥ 

(ʜʦʢʫʤʝʥʪʦʦʙʦʨʦʪʘ)

ʂʘʢʠʝ ʘʥʪʠʚʠʨʫʩʥʳʝ ʧʦʜʩʠʩʪʝʤʳ ʜʦʣʞʥʳ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ?



ʈʝʰʝʥʠʷ 

ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ



Å12ʣʝʪ ʥʘ ʨʳʥʢʝ

Åɺʭʦʜʠʪ ʚ 4-ʢʫ ɸɺ-
ʚʝʥʜʦʨʦʚ

Åɹʦʣʝʝ500 
ʧʘʨʪʥʝʨʦʚʚ60 
ʩʪʨʘʥʘʭ ʤʠʨʘ

Åˉ1 ʚ ʈʦʩʩʠʠ

ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ 

ʩʝʛʦʜʥʷ



ʉʝʨʚʝʨʘ 

ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ

ʈʘʙʦʯʠʝ 

ʩʪʘʥʮʠʠ
ʉʝʪʝʚʳʝ 

ʩʝʨʚʝʨʘ

ʐʣʶʟ

ʋʨʦʚʝʥʴ ʟʘʱʠʪʳ 

ʰʣʶʟʦʚ
ʋʨʦʚʝʥʴ ʟʘʱʠʪʳ 

ʧʦʯʪʦʚʳʭ ʩʠʩʪʝʤ
ʋʨʦʚʝʥʴ ʟʘʱʠʪʳ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ 

ʠ ʩʝʪʝʚʳʭ ʩʝʨʚʝʨʦʚ

ʉʝʪʴ 

ʀʥʪʝʨʥʝʪ

Malware

Adware

Riskware

ʂʦʥʮʝʧʮʠʷ OpenSpace 

Security
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Kaspersky WorkSpace Security

Kaspersky Business SpaceSʞcurity 

Kaspersky Enterprise SpaceSʞcurity 

KasperskyTotal Space Security

ʂʦʥʮʝʧʮʠʷ OpenSpace 

Security



Á Kaspersky Administration Kit 

Á ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʜʣʷ Windows Workstation

Á ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʜʣʷ Linux Workstation

Á ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʜʣʷ Windows Server 

Á ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʜʣʷ Linux File Server 

Á ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʜʣʷ Novell Netware 

Á ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʜʣʷ Samba Server 

Á Kaspersky Mail Gateway 

Á ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʜʣʷ Lotus Notes/Domino 

Á ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʜʣʷ Microsoft Exchangʝ 

Á ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʜʣʷ Linux Mail Server 

Á Kaspersky Security ʜʣʷ Microsoft Exchange Server 2003 

Á ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʜʣʷ Proxy Server 

Á ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʜʣʷ Microsoft ISA Server 

Á ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʜʣʷ Check Point FireWall-1 

Á Kaspersky Anti-Spam 

ʂʦʤʧʦʥʝʥʪʳ ʧʨʦʜʫʢʪʦʚ 

OpenSpace Security



ʇʨʝʜʳʜʫʱʘʷ ʣʠʥʝʡʢʘ

Kaspersky AV 6.0 

ʅʦʚʘʷ ʣʠʥʝʡʢʘ

Kaspersky AV Release2

ʉʨʦʢ ʚʳʭʦʜʘï1 ʦʢʪʷʙʨʷ



ʆʙʥʦʚʣʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ

4 ʩʝʥʪʷʙʨʷ 2009
çʕʬʬʝʢʪʠʚʥʦʝ ʩʦʪʨʫʜʥʠʯʝʩʪʚʦè

ʇʦʜʤʦʩʢʦʚʴʝ, ɸʨʪʫʨʩ spa ʦʪʝʣʴ, 3-5 ʩʝʥʪʷʙʨʷ 2009ʛ.

Release 2:

Åɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʜʣʷ Windows Workstations

(ʟʘʱʠʪʘ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ)

Åɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʜʣʷ Window Servers

(ʟʘʱʠʪʘ ʩʝʨʚʝʨʦʚ)

Åɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ Second Opinion Solution

(ʩʦʚʤʝʩʪʠʤʳʡ ʩʢʘʥʝʨ ʧʦ ʪʨʝʙʦʚʘʥʠʶ)

ÅKaspersky Administration Kit 8.0

(ʩʨʝʜʩʪʚʦ ʫʧʨʘʚʣʝʥʠʷ)



ʇʦʯʝʤʫ Release 2 ?

4 ʩʝʥʪʷʙʨʷ 2009
çʕʬʬʝʢʪʠʚʥʦʝ ʩʦʪʨʫʜʥʠʯʝʩʪʚʦè

ʇʦʜʤʦʩʢʦʚʴʝ, ɸʨʪʫʨʩ spa ʦʪʝʣʴ, 3-5 ʩʝʥʪʷʙʨʷ 2009ʛ.

Åɿʥʘʯʠʪʝʣʴʥʦʝ ʦʙʥʦʚʣʝʥʠʝ ʢʣʶʯʝʚʳʭ 

ʧʨʠʣʦʞʝʥʠʡ 

ʜʣʷ ʟʘʱʠʪʳ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ ʠ ʩʝʨʚʝʨʦʚ ï

ʥʦʚʦʝ ʘʥʪʠʚʠʨʫʩʥʦʝ ʷʜʨʦ, 

ʥʦʚʳʝ ʪʝʭʥʦʣʦʛʠʠ ʧʨʦʘʢʪʠʚʥʦʡ ʟʘʱʠʪʳ

Åʈʘʩʰʠʨʝʥʠʝ ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʧʣʘʪʬʦʨʤ ï

Windows 7, 

Windows Server 2008 R2

Åʇʦʜʜʝʨʞʢʘ ʥʦʚʦʡ ʚʝʨʩʠʠ ʢʦʥʩʦʣʠ ʫʧʨʘʚʣʝʥʠʷ ï

Kaspersky Administration Kit 8.0

= ʅʦʚʳʡ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʚʦʟʤʦʞʥʦʩʪʠ ʫʧʨʘʚʣʝʥʠʷ ʘʥʪʠʚʠʨʫʩʥʦʡ 

ʟʘʱʠʪʦʡ.



ʆʙʥʦʚʣʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ 

Release 2



Kaspersky AV for 

Windows Workstation



ʏʪʦ ʥʦʚʦʛʦ? ʉʨʘʚʥʝʥʠʝ 

ʚʝʨʩʠʡ

4 ʩʝʥʪʷʙʨʷ 2009
çʕʬʬʝʢʪʠʚʥʦʝ ʩʦʪʨʫʜʥʠʯʝʩʪʚʦè

ʇʦʜʤʦʩʢʦʚʴʝ, ɸʨʪʫʨʩ spa ʦʪʝʣʴ, 3-5 ʩʝʥʪʷʙʨʷ 2009ʛ.

ɸʥʪʠʚʠʨʫʩ  

ʂʘʩʧʝʨʩʢʦʛʦ ʜʣʷ 

Windows Workstations
6.0 Release 2

ʇʦʜʜʝʨʞʢʘIPv6

ʌʘʡʣʦʚʳʡ ʘʥʪʠʚʠʨʫʩ

ʇʦʯʪʦʚʳʡ ʘʥʪʠʚʠʨʫʩ

ɺʝʙ-ʘʥʪʠʚʠʨʫʩ
ʇʨʦʘʢʪʠʚʥʘʷ ʟʘʱʠʪʘ
ɸʥʪʠ-ʰʧʠʦʥ
ʉʝʪʝʚʦʡ ʵʢʨʘʥ
ɸʥʪʠ-ʩʧʘʤ
ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ

ʕʚʨʠʩʪʠʢ ʩ ʵʤʫʣʷʪʦʨʦʤ
ɹʦʨʴʙʘ ʩ ʨʫʪʢʠʪʘʤʠ

ʇʨʦʚʝʨʢʘICQ/MSN
ʇʦʜʜʝʨʞʢʘ Windows 7

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ

ʋʣʫʯʰʝʥʦ

ʋʣʫʯʰʝʥʦ
ʋʣʫʯʰʝʥʦ

ʋʣʫʯʰʝʥʦ



ʂʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʢ 

ʫʩʪʨʦʡʩʪʚʘʤ

4 ʩʝʥʪʷʙʨʷ 2009
çʕʬʬʝʢʪʠʚʥʦʝ ʩʦʪʨʫʜʥʠʯʝʩʪʚʦè

ʇʦʜʤʦʩʢʦʚʴʝ, ɸʨʪʫʨʩ spa ʦʪʝʣʴ, 3-5 ʩʝʥʪʷʙʨʷ 2009ʛ.

Kaspersky Administration Kit 8.0

ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʜʣʷ 

Windows Workstations R2



ʂʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʢ 

ʫʩʪʨʦʡʩʪʚʘʤ

4 ʩʝʥʪʷʙʨʷ 2009
çʕʬʬʝʢʪʠʚʥʦʝ ʩʦʪʨʫʜʥʠʯʝʩʪʚʦè

ʇʦʜʤʦʩʢʦʚʴʝ, ɸʨʪʫʨʩ spa ʦʪʝʣʴ, 3-5 ʩʝʥʪʷʙʨʷ 2009ʛ.

Åʄʦʜʫʣʴ ʂʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ 
ʢ ʫʩʪʨʦʡʩʪʚʘʤ ʧʦʟʚʦʣʷʝʪ 

ʟʘʙʣʦʢʠʨʦʚʘʪʴ ʜʦʩʪʫʧ ʢ 

ʩʣʝʜʫʶʱʠʤ ʢʣʘʩʩʘʤ 

ʫʩʪʨʦʡʩʪʚ Ą

Åɼʦʧʦʣʥʠʪʝʣʴʥʳʝ 
ʥʘʩʪʨʦʡʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ:

- ʆʪʢʣʶʯʠʪʴ autorun

- ɿʘʧʨʝʪʠʪʴ ʯʪʝʥʠʝ 
autorun.inf



Kaspersky AV for 

Windows Server



ʏʪʦ ʥʦʚʦʛʦ? ʉʨʘʚʥʝʥʠʝ 

ʚʝʨʩʠʡ

4 ʩʝʥʪʷʙʨʷ 2009
çʕʬʬʝʢʪʠʚʥʦʝ ʩʦʪʨʫʜʥʠʯʝʩʪʚʦè

ʇʦʜʤʦʩʢʦʚʴʝ, ɸʨʪʫʨʩ spa ʦʪʝʣʴ, 3-5 ʩʝʥʪʷʙʨʷ 2009ʛ.

6.0 Release 2

ʌʘʡʣʦʚʳʡ ʘʥʪʠʚʠʨʫʩ

ʕʚʨʠʩʪʠʢ ʩ ʵʤʫʣʷʪʦʨʦʤ

ɹʦʨʴʙʘ ʩ ʨʫʪʢʠʪʘʤʠ

Windows Server 2008

Windows Server 2008 R2

ɸʥʪʠʚʠʨʫʩ  

ʂʘʩʧʝʨʩʢʦʛʦ

ʜʣʷ Windows Servers

ʋʣʫʯʰʝʥʦ



Kaspersky Administration 

Kit 8.0 



ʅʦʚʳʝ ʚʦʟʤʦʞʥʦʩʪʠ

ɹʦʣʝʝ ʫʜʦʙʥʦʝ ʫʧʨʘʚʣʝʥʠʝ



ʅʦʚʳʝ ʚʦʟʤʦʞʥʦʩʪʠ

ʈʘʩʰʠʨʝʥʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ



4 ʩʝʥʪʷʙʨʷ 2009
çʕʬʬʝʢʪʠʚʥʦʝ ʩʦʪʨʫʜʥʠʯʝʩʪʚʦè

ʇʦʜʤʦʩʢʦʚʴʝ, ɸʨʪʫʨʩ spa ʦʪʝʣʴ, 3-5 ʩʝʥʪʷʙʨʷ 2009ʛ.

6.0 8.0Kaspersky Administration Kit

ʋʩʪʘʥʦʚʢʘ ʠʟ ʝʜʠʥʦʛʦ ʜʠʩʪʨʠʙʫʪʠʚʘ (AK + ɹʘʟʘ ʜʘʥʥʳʭ)

ɺʳʙʦʨ ʪʠʧʘ ʫʩʪʘʥʦʚʢʠ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʨʘʟʤʝʨʘ ʩʝʪʠ

ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʩʦʟʜʘʥʠʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʭ ʧʘʢʝʪʦʚ

ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʩʦʟʜʘʥʠʝ ʧʦʣʠʪʠʢ

ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʩʦʟʜʘʥʠʝ ʟʘʜʘʯ

ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʜʦʙʘʚʣʝʥʠʝ ʥʦʚʳʭ ʢʦʤʧʴʶʪʝʨʦʚ ʧʦ 

ʛʨʫʧʧʘʤ ʠ ʫʩʪʘʥʦʚʢʘ ʘʥʪʠʚʠʨʫʩʥʦʛʦ ʇʆ ʥʘ ʥʠʭ

ʀʝʨʘʨʭʠʷ ʩʝʨʚʝʨʦʚ ʣʶʙʦʡ ʚʣʦʞʝʥʥʦʩʪʠ

ʇʦʠʩʢ ʧʦ IP-ʧʦʜʩʝʪʷʤ/Active Directory/Windows Network

ʉʦʟʜʘʥʠʝ ʣʦʛʠʯʝʩʢʦʡ ʩʝʪʠ ʥʘ ʦʩʥʦʚʝ Active Directory

ʋʧʨʘʚʣʝʥʠʝ ʠʟ ʦʜʥʦʡ ʪʦʯʢʠ

ʎʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ ʦʙʥʦʚʣʝʥʠʝ ʠʟ ʦʜʥʦʡ ʪʦʯʢʠ

ɸʛʝʥʪʳ ʦʙʥʦʚʣʝʥʠʡ

ʇʨʦʚʝʨʢʘ ʢʘʯʝʩʪʚʘ ʦʙʥʦʚʣʝʥʠʡ

ʇʦʣʠʪʠʢʘ ʜʣʷ ʤʦʙʠʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ

ʇʦʜʜʝʨʞʢʘ Wake-on-LAN

ʉʙʦʨ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʚ ʩʝʪʠ ʧʨʠʣʦʞʝʥʠʷʭ

ʀʥʬʦʨʤʘʮʠʦʥʥʳʝ ʧʘʥʝʣʠ (Dashboards)

ʏʪʦ ʥʦʚʦʛʦ? ʉʨʘʚʥʝʥʠʝ 

ʚʝʨʩʠʡ
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>1 1

ʕʢʩʧʦʨʪ ʦʪʯʝʪʦʚ ʚ HTML/XML/PDF

Kaspersky Administration Kit

ʋʜʘʣʝʥʥʘʷ ʫʩʪʘʥʦʚʢʘ ʧʨʠʣʦʞʝʥʠʡ ʩ ʧʦʤʦʱʴʶ 

RPC/LoginScript/NAgent

ʋʜʘʣʝʥʥʘʷ ʫʩʪʘʥʦʚʢʘ ʩ ʫʞʝ ʦʙʥʦʚʣʝʥʥʳʤʠ ʙʘʟʘʤʠ

ʂʦʣʠʯʝʩʪʚʦ ʧʝʨʝʟʘʛʨʫʟʦʢ ʧʨʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʝ

ʇʦʜʜʝʨʞʢʘ SNMP

ʈʘʩʰʠʨʝʥʠʝ ʢʨʠʪʝʨʠʝʚ ʚʳʙʦʨʢʠ ʢʦʤʧʴʶʪʝʨʦʚ

ɸʫʜʠʪ ʜʝʡʩʪʚʠʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ

ʉʦʟʜʘʥʠʝ ʠ ʨʘʩʩʳʣʢʘ ʦʪʯʝʪʦʚ ʧʦ e-mail

ʋʪʠʣʠʪʘ ʫʜʘʣʝʥʥʦʡ ʜʠʘʛʥʦʩʪʠʢʠ

ʆʙʥʘʨʫʞʝʥʠʝ ʚʠʨʫʩʥʳʭ ʘʪʘʢ

ʂʦʧʠʨʦʚʘʥʠʝ ʦʙʲʝʢʪʦʚ ʠʟ ʣʦʢʘʣʴʥʳʭ ʭʨʘʥʠʣʠʱ ʥʘ 

ʨʘʙʦʯʝʝ ʤʝʩʪʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ

ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʨʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʜʘʥʥʳʭ 

ʩʝʨʚʝʨʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ

ʀʥʪʝʨʬʝʡʩ ʜʣʷ ʫʪʠʣʠʪʳ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ

ʇʦʜʜʝʨʞʢʘ Cisco NAC

ʈʘʟʛʨʘʥʠʯʝʥʠʝ ʧʦʣʥʦʤʦʯʠʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ

ʊʦʣʴʢʦ HTML

ʇʦʜʜʝʨʞʢʘ Microsoft NAP

ʏʪʦ ʥʦʚʦʛʦ? ʉʨʘʚʥʝʥʠʝ 

ʚʝʨʩʠʡ



ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ 

ʜʣʷ Linux Workstations/ 

Linux/FreeBSD/OpenBSD 

File Servers



Åʋʜʘʣʝʥʥʘʷ 
ʢʦʥʬʠʛʫʨʘʮʠʷ ʠ 

ʥʘʩʪʨʦʡʢʘ ʧʨʠʣʦʞʝʥʠʷ 

ʩ ʧʦʤʦʱʴʶ web-

ʠʥʪʝʨʬʝʡʩʘ ʧʨʦʛʨʘʤʤʳ 

Webmin

Åɸʥʪʠʚʠʨʫʩʥʘʷ 

ʧʨʦʚʝʨʢʘ ʠ ʣʝʯʝʥʠʝ 

ʬʘʡʣʦʚʳʭ  ʩʠʩʪʝʤ  

ʢʦʤʧʴʶʪʝʨʘ

Åʧʦ ʨʘʩʧʠʩʘʥʠʶ

Åʧʦ ʪʨʝʙʦʚʘʥʠʶ

Åʚ ʨʝʞʠʤʝ 

ʨʝʘʣʴʥʦʛʦ 

ʚʨʝʤʝʥʠ

ɺʦʟʤʦʞʥʦʩʪʠ ʧʨʦʜʫʢʪʘ



ʇʨʦʜʫʢʪʳ çʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦè ʜʣʷ 

ʟʘʱʠʪʳ Microsoft 

Exchange Server



Kaspersky Anti-Virus 5.5 ʜʣʷ Microsoft 

Exchange Server 2000\2003

ɸʥʪʠʚʠʨʫʩʥʳʡ ʤʦʜʫʣʴ

Kaspersky Security 5.5 for Microsoft Exchange 

Server 2003

ɸʥʪʠʚʠʨʫʩʥʳʡ ʤʦʜʫʣʴ

ɸʥʪʠʩʧʘʤ ʤʦʜʫʣʴ

Kaspersky Security 6.0 for Microsoft Exchange 

Server 2007

ɸʥʪʠʚʠʨʫʩʥʳʡ ʤʦʜʫʣʴ

ɺʦʟʤʦʞʥʦʩʪʠ ʧʨʦʜʫʢʪʘ



ɺʦʟʤʦʞʥʦʩʪʠ ʧʨʦʜʫʢʪʘ

Áʇʦʠʩʢ ʚʠʨʫʩʦʚ ʚ ʪʝʣʝ ʧʠʩʴʤʘ ʠ ʚʦ 

ʚʣʦʞʝʥʠʷʭ 

Áʇʨʦʚʝʨʢʘ ʘʨʭʠʚʠʨʦʚʘʥʥʳʭ ʠ ʫʧʘʢʦʚʘʥʥʳʭ 

ʬʘʡʣʦʚ

Áʇʦʠʩʢ ʥʝʠʟʚʝʩʪʥʳʭ ʚʠʨʫʩʦʚ 

ʵʚʨʠʩʪʠʯʝʩʢʠʤ ʘʥʘʣʠʟʘʪʦʨʦʤ

Áɺʳʙʦʨ ʧʦʣʥʦʪʳ ʠʩʧʦʣʴʟʫʝʤʳʭ ʙʘʟ: 

ʩʪʘʥʜʘʨʪʥʳʡ ʠʣʠ  ʨʘʩʰʠʨʝʥʥʳʝ ʥʘʙʦʨʳ

ÁProactive ʩʢʘʥʠʨʦʚʘʥʠʝ

ÁOn-access ʩʢʘʥʠʨʦʚʘʥʠʝ

ÁBackground ʩʢʘʥʠʨʦʚʘʥʠʝ

Áʆʯʝʨʝʜʴ c ʧʨʠʦʨʠʪʝʪʦʤ

Áʄʥʦʛʦʧʦʪʦʢʦʚʘʷ ʦʙʨʘʙʦʪʢʘ

ÁEvent logging

Áʉʯʝʪʯʠʢʠ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ VSAPI

ɸʥʪʠʚʠʨʫʩʥʘʷ ʟʘʱʠʪʘ:



ʂʘʪʝʛʦʨʠʠ ʥʝʞʝʣʘʪʝʣʴʥʦʡ 

ʧʦʯʪʳ:

ïSpam

ïSuspicious 

ïFormal

ïObscene

ʆʪʜʝʣʴʥʳʝ ʧʨʘʚʠʣʘ 

ʦʙʨʘʙʦʪʢʠ ʜʣʷ ʢʘʞʜʦʡ 

ʢʘʪʝʛʦʨʠʠ:

ïʋʜʘʣʷʪʴ

ïʇʝʨʝʤʝʱʘʪʴ ʚ Junk e-mail

ïʆʪʢʣʦʥʷʪʴ

ïʇʨʦʧʫʩʢʘʪʴ

ïʇʦʤʝʯʘʪʴ ʪʝʤʫ ʩʦʦʙʱʝʥʠʷ

ɸʥʪʠʩʧʘʤ ʟʘʱʠʪʘ:

ɺʦʟʤʦʞʥʦʩʪʠ ʧʨʦʜʫʢʪʘ



ɺʦʟʤʦʞʥʦʩʪʠ ʧʨʦʜʫʢʪʘ



ɸʥʪʠʚʠʨʫʩ 

ʂʘʩʧʝʨʩʢʦʛʦ 

ʜʣʷ IBM Lotus 

Domino



Åʇʦʩʪʦʷʥʥʘʷ ʧʨʦʚʝʨʢʘ ʧʦʯʪʦʚʦʛʦ 

ʪʨʘʬʠʢʘ ʩʝʨʚʝʨʘ

Åʇʨʦʚʝʨʢʘ ʙʘʟ ʜʘʥʥʳʭ ʩʝʨʚʝʨʘ

Åɻʠʙʢʠʝ ʥʘʩʪʨʦʡʢʠ ʧʨʦʚʝʨʢʠ ʠ 

ʦʙʨʘʙʦʪʢʠ ʬʘʡʣʦʚ ʙʘʟ ʜʘʥʥʳʭ ʠ 

ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ(ʯʝʨʝʟ ʢʣʠʝʥʪ 

Lotus Notes/ʀʥʪʝʨʥʝʪ-ʙʨʘʫʟʝʨ)

Åɿʘʜʝʨʞʠʚʘʝʪ ʟʘʨʘʞʝʥʥʳʝ, 

ʠʩʧʦʨʯʝʥʥʳʝ ʠʧʦʜʦʟʨʠʪʝʣʴʥʳʝ

ʩʦʦʙʱʝʥʠʷ ʚ ʢʘʨʘʥʪʠʥʥʦʡʙʘʟʝ 

ʜʘʥʥʳʭ

Åʇʝʨʝʩʳʣʢʘ ʟʘʨʘʞʝʥʥʳʭ ʠʣʠ 

ʧʦʜʦʟʨʠʪʝʣʴʥʳʭʩʦʦʙʱʝʥʠʡ ʥʘ

ʦʧʨʝʜʝʣʝʥʥʳʡ ʘʜʨʝʩ(ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ, 

ʦʪʧʨʘʚʠʪʝʣʷ, ʧʦʣʫʯʘʪʝʣʷ)

Åʆʪʩʳʣʢʘ ʨʘʟʣʠʯʥʳʭ ʫʚʝʜʦʤʣʝʥʠʡ

Åɺʝʜʝʥʠʝ ʦʪʯʝʪʦʚ  

ɺʦʟʤʦʞʥʦʩʪʠ ʧʨʦʜʫʢʪʘ



ʇʨʦʚʝʨʢʘ ʩʣʝʜʫʶʱʠʭ ʦʙʲʝʢʪʦʚ Lotus Domino:
ʚʭʦʜʷʱʠʭ, ʠʩʭʦʜʷʱʠʭ, ʚʥʫʪʨʝʥʥʠʭ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ;

ʙʘʟʜʘʥʥʳʭ;

ʦʙʲʝʢʪʦʚ, ʧʝʨʝʩʳʣʘʝʤʳʭ ʤʝʞʜʫ ʩʝʨʚʝʨʘʤʠ IBM Lotus Domino ʧʨʠ 
ʨʝʧʣʠʢʘʮʠʠ;

ʩʧʝʮʠʬʠʯʝʩʢʠʭ ʩʢʨʠʧʪʦʚ IBM Lotus Domino;

OLE-ʦʙʲʝʢʪʦʚ.

ʇʨʦʚʝʨʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʵʣʝʤʝʥʪʳ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ:
ʪʝʣʘ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ;

ʚʩʝ ʚʣʦʞʝʥʠʷ ʚ ʧʦʯʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ (ʚ ʪʦʤ ʯʠʩʣʝ ʠ ʘʨʭʠʚʳ) ʚʥʝ 
ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʩʪʝʧʝʥʠ ʚʣʦʞʝʥʥʦʩʪʠ 

ʇʨʦʚʝʨʢʘ ʨʝʧʣʠʢʘʮʠʦʥʥʦʛʦ ʪʨʘʬʠʢʘ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ.

ʇʨʦʚʝʨʢʘ ʙʘʟ ʜʘʥʥʳʭ Lotus Domino ʧʦ ʟʘʧʨʦʩʫ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ.

ʄʝʭʘʥʠʟʤ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʵʧʠʜʝʤʠʡ.

ɺʦʟʤʦʞʥʦʩʪʠ ʧʨʦʜʫʢʪʘ



ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʜʣʷ 

Linux/FreeBSD/OpenBSD 

Mail Servers



Åʇʦʜʜʝʨʞʢʘ ʧʦʯʪʦʚʳʭ ʩʝʨʚʝʨʦʚ 

sendmail, qmail, postfix ʠ exim

Åʇʨʠʤʝʥʝʥʠʝ ʛʨʫʧʧʦʚʳʭ ʧʨʘʚʠʣ 

ʦʙʨʘʙʦʪʢʠ ʜʣʷ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ

Åʇʦʠʩʢ ʚʠʨʫʩʦʚ ʧʦ ʩʠʛʥʘʪʫʨʘʤ ʚ 

ʬʘʡʣʘʭ, ʚ ʪʝʣʝ ʧʠʩʴʤʘ ʠ ʝʛʦ ʚʣʦʞʝʥʠʷʭ 

Åʇʦʠʩʢ ʥʝʠʟʚʝʩʪʥʳʭ ʚʠʨʫʩʦʚ 

ʵʚʨʠʩʪʠʯʝʩʢʠʤ ʘʥʘʣʠʟʘʪʦʨʦʤ

Åɺʳʷʚʣʝʥʠʝ ʟʘʨʘʞʝʥʥʳʭ, 

ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ, ʧʦʚʨʝʞʜʝʥʥʳʭ ʠ 

ʟʘʱʠʱʝʥʥʳʝ ʧʘʨʦʣʝʤ ʬʘʡʣʦʚ

Åʂʘʨʘʥʪʠʥ ʜʣʷ ʟʘʨʘʞʝʥʥʳʭ 

ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʠ ʠʥʬʠʮʠʨʦʚʘʥʥʳʭ 

ʦʙʲʝʢʪʦʚ

Åʉʦʟʜʘʥʠʝ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ ʦʙʲʝʢʪʘ 

ʧʝʨʝʜ ʝʛʦ ʫʜʘʣʝʥʠʝʤ ʠʣʠ ʣʝʯʝʥʠʝʤ

Åʋʧʨʘʚʣʝʥʠʝ ʯʝʨʝʟ WEBMIN

ɺʦʟʤʦʞʥʦʩʪʠ ʧʨʦʜʫʢʪʘ



Kaspersky Mail 

Gateway



Åʟʘʱʠʪʘ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ ʦʪ ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ 

ʠ ʩʧʘʤʘ

Åʛʠʙʢʘʷ ʩʠʩʪʝʤʘ ʫʚʝʜʦʤʣʝʥʠʡ

Åʢʘʨʘʥʪʠʥ ʜʣʷ ʠʥʬʠʮʠʨʦʚʘʥʥʳʭ ʦʙʲʝʢʪʦʚ

Åʬʠʣʴʪʨʘʮʠʷ ʧʦ ʠʤʝʥʘʤ ʠ ʪʠʧʘʤ ʚʣʦʞʝʥʠʡ

Åʩʦʟʜʘʥʠʝ ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩ ʨʘʟʥʳʤʠ 

ʧʦʣʠʪʠʢʘʤʠ

Åʫʧʨʘʚʣʝʥʠʝ ʯʝʨʝʟ .conf ʠ ʯʝʨʝʟ web ʠʥʪʝʨʬʝʡʩ

Åʜʦʙʘʚʣʝʥʠʝ disclaimer ʚ ʩʦʦʙʱʝʥʠʷ

ɺʦʟʤʦʞʥʦʩʪʠ ʧʨʦʜʫʢʪʘ



ɺʦʟʤʦʞʥʦʩʪʠ ʧʨʦʜʫʢʪʘ



ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ

ʜʣʷ MS ISA Server 2004/2006

Standard/Enterprise Edition



ʇʦʜʜʝʨʞʢʘ ʨʝʞʠʤʦʚ ʨʘʙʦʪʳ ISA Server:

Å Firewall

Å Proxy

Å Integrated

ʇʦʜʜʝʨʞʢʘ ʩʣʝʜʫʶʱʠʭ ʧʨʦʪʦʢʦʣʦʚ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ:

Å HTTP 1.0 ʠ 1.1

Å FTP

Å FTP over HTTP

ʎʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʯʝʨʝʟ ISA MMC   ʜʣʷ ʚʩʝʛʦ ʤʘʩʩʠʚʘ 

ISA-ʩʝʨʚʝʨʦʚ(ʜʣʷ ʚʝʨʩʠʠ Enterprise)

Å ʥʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʚʝʨʢʠ

Å ʩʦʟʜʘʥʠʝ ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ

Å ʦʧʨʝʜʝʣʝʥʠʝ ʧʦʣʠʪʠʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʛʨʫʧʧ

Å ʧʦʣʫʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʝʢʫʱʝʤ ʩʦʩʪʦʷʥʠʠ  ʘʥʪʠʚʠʨʫʩʥʦʡ 

ʟʘʱʠʪʳ

ʦʙʥʦʚʣʝʥʠʝ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ 

ʇʦʜʜʝʨʞʢʘ ʧʘʨʘʣʣʝʣʴʥʦʛʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʥʝʩʢʦʣʴʢʠʭ 

ʘʥʪʠʚʠʨʫʩʥʳʭ ʜʚʠʞʢʦʚ ʩ ʨʘʩʧʨʝʜʝʣʝʥʠʝʤ ʥʘʛʨʫʟʢʠ

ʇʦʜʜʝʨʞʢʘ ʩʧʠʩʢʘ ʜʦʚʝʨʠʪʝʣʴʥʳʭ ʩʝʨʚʝʨʦʚ

ʀʩʢʣʶʯʝʥʠʝ ʠʟ ʧʨʦʚʝʨʢʠ ʦʧʨʝʜʝʣʝʥʥʳʭ  ʪʠʧʦʚ ʦʙʲʝʢʪʦʚ. 

ɺʦʟʤʦʞʥʦʩʪʠ ʧʨʦʜʫʢʪʘ



KAV for Proxy



Åʟʘʱʠʪʘ web ʪʨʘʬʠʢʘ ʦʪ ʚʨʝʜʦʥʦʩʥʦʛʦ 

ʢʦʜʘ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ

Åʛʠʙʢʘʷ ʩʠʩʪʝʤʘ ʫʚʝʜʦʤʣʝʥʠʡ

Åʢʘʨʘʥʪʠʥ ʜʣʷ ʠʥʬʠʮʠʨʦʚʘʥʥʳʭ 

ʦʙʲʝʢʪʦʚ

Åʩʦʟʜʘʥʠʝ ʨʝʟʝʨʚʥʳʭ ʢʦʧʠʡ ʧʝʨʝʜ 

ʣʝʯʝʥʠʝʤ

Åʫʧʨʘʚʣʝʥʠʝ ʯʝʨʝʟ .conf ʠ ʯʝʨʝʟ web 

ʠʥʪʝʨʬʝʡʩ

ɺʦʟʤʦʞʥʦʩʪʠ ʧʨʦʜʫʢʪʘ



ɺʦʟʤʦʞʥʦʩʪʠ ʧʨʦʜʫʢʪʘ



ʇʨʝʠʤʫʱʝʩʪʚʘ ʨʝʰʝʥʠʡ ʃʂ 



ʈʝʰʝʥʠʷ Trend 

Micro



ʂʦʤʧʘʥʠʷ Trend Micro

ɸʥʪʠʚʠʨʫʩʥʘʷʟʘʱʠʪʘ 
ʩʝʨʚʝʨʘ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ
Server ProtectÊ

ɸʥʪʠʚʠʨʫʩʥʘʷ ʟʘʱʠʪʘ 
ʩʝʨʚʝʨʘ Email
ScanMailÊ

ʎʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ 
ʫʧʨʘʚʣʝʥʠʝ ʯʝʨʝʟ ʩʝʪʴ 
ʀʥʪʝʨʥʝʪ
Trend Micro Virus 
Control SystemÊ

ʉʪʨʘʪʝʛʠʷ ʥʝʧʨʝʨʳʚʥʦʛʦ 
ʫʧʨʘʚʣʝʥʠʷ ʫʛʨʦʟʘʤʠ

ʉʪʨʘʪʝʛʠʷ ʟʘʱʠʪʳ 
ʧʨʝʜʧʨʠʷʪʠʷ(EPS)

ʂʦʤʧʘʥʠʠ Trend 
Micro ʠCisco 
ʚʳʧʫʩʢʘʶʪ ʤʦʜʫʣʴ 
ʠʥʪʝʛʨʠʨʦʚʘʥʥʦʡ 
ʟʘʱʠʪʳ ʢʦʥʪʝʥʪʘ

ʂʦʥʪʨʦʣʴ ʧʨʦʥʠʢʥʦʚʝʥʠʷ 
ʚ ʩʝʪʴ

Network VirusWallÊ

ʉʝʨʚʠʩʳ ʨʝʧʫʪʘʮʠʠ 
Email

ɸʥʪʠʚʠʨʫʩʥʘʷ
ʟʘʱʠʪʘ ʰʣʶʟʘ
InterScanÊ

ɺʝʙ-ʬʠʣʴʪʨ
InterScan 
WebManager

ʆʪʨʘʞʝʥʠʝ 
ʚʠʨʫʩʘ ʚ ʪʝʯʝʥʠʝ 
2 ʯʘʩʦʚ 

SLA

ɸʙʩʦʣʶʪʥʘʷ ʟʘʱʠʪʘ 
ʦʪ Web-ʫʛʨʦʟ

Web-ʨʝʧʫʪʘʮʠʷ

ʀʥʪʝʛʨʠʨʦʚʘʥʥʘʷ ʟʘʱʠʪʘ 
ʢʦʥʪʝʥʪʘ ʥʘ ʰʣʶʟʝ
InterScan Messaging 
ʇʨʦʛʨʘʤʤʥʳʡ ʧʘʢʝʪ ʧʦ 
ʟʘʱʠʪʝ ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ 
ʩʧʘʤʘ

ʉʣʫʞʙʘ 
ʙʣʦʢʠʨʦʚʢʠ 
Botnet

1995 1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008

ʇʦʩʪʦʷʥʥʦʝ ʥʦʚʘʪʦʨʩʪʚʦ

Smart Protection 
Network



ʇʨʦʜʫʢʪʳ ʠ ʨʝʰʝʥʠʷ Trend Micro

Consumer SMB Enterprise

ʀʥʪʝʛʨʠʨʦʚʘʥʥʘʷ 
ʟʘʱʠʪʘ

ʅʫʣʝʚʦʝ 
ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ

ɸʚʪʦʤʘʪʠʯʝʩʢʘʷ 
ʟʘʱʠʪʘ

ʇʦʨʪʘʣ + ʇʆ

Enterprise Protection 
Strategy



Smart Protection Network

ͦΔΛΰ ΘΔΡΡΰΪ 

ΛΔήΜΧΰ ΣΧ ΨΗΥΣΛ

ͼͽͻΊʹͻͪ

ͼΥΣέΟΣΙ

ͺΙΕΣΟαέΜΙΕΔΛΰΘΔΡΡΰΪ

ΦΜΗΡΔΧΨΥ

͵ΙΘΟΙΡΡΣ ΣΕΡΣΖΟδγήΜΙΦδ 

ΦΜΗΡΔΧΨΥΰ

ΠΙΡΙΙ 50 Ζ ΘΙΡα

;ΜΗΡΔΧΨΥΰ



Smart Protection Network

ͥΡΔΟΜΛ ΨΗΥΣΛ
TrendLabs Μ
ΕΔΛΔ ΘΔΡΡΰΪ 
ΖΥΙΘΣΡΣΦΡΰΪ 
ΤΥΣΗΥΔΠΠ

ͼΔΥΧΡΙΥΰ

ͭΡΧΙΥΡΙΧ-

ΤΥΣΖΔΝΘΙΥΰ

͵ΔΥέΥΨΧΜΛΔΧΣΥΰ

Μ Χ.Θ.

ͯΣΠΤαγΧΙΥ

ΊΟγΛΰ

΅ΤΥΔΖΟΙΡΜΙ SaaS

΅ΘΔΟΙΡΡΔδ 
ΜΡΩΥΔΦΧΥΨΞΧΨΥΔ

΅ΤΥΔΖΟΙΡΜΙ

ʈʝʧʫʪʘʮʠʷ   
ʧʦʯʪʳ

IP

URL

ͧΙΕ ΥΙΤΨΧΔΫΜδ

ΆΔΝΟΰ

ΆΔΝΟΣΖΔδ 
ΥΙΤΨΧΔΫΜδ

ͥΖΧΣΡΣΠΡΰΝ 

ΞΣΠΤαγΧΙΥ

ͻΕΠΙΡ 

ΦΣΣΕήΙΡΜδΠΜ

ͯΣΥΥΙΟδΫΜδ 

ΛΔήΜΧΰ ΣΧ ΥΔΛΡΰΪ 

ΖΜΘΣΖ ΨΗΥΣΛ

 3,5 ΠΟΥΘ. URL-ΛΔΤΥΣΦΣΖ Ζ ΘΙΡα

ΕΣΟΙΙ 20 ΠΟΡ. ΨΦΧΔΡΣΖΟΙΡΡΰΪ ΕΔΛ

ΕΣΟΙΙ 99,9999% ΣΧΞΔΛΣΨΦΧΣΝάΜ-

ΖΣΦΧΜ

 5 ΫΙΡΧΥΣΖ ΣΕΥΔΕΣΧΞΜ ΘΔΡΡΰΪ (;Ίͥ, 

ͪΖΥΣΤΔ, ͦΟΜΚΡΜΝ ͧΣΦΧΣΞ, ͥΩΥΜΞΔ, 

ͥΛΜΔΧΦΞΣ-΄ΜΪΣΣΞΙΔΡΦΞΜΝ ΥΙΗΜΣΡ)

1000 ΥΔΕΣάΜΪ ΦΙΥΖΙΥΣΖ;ΕΣΥ ΜΡΩΣΥΠΔΫΜΜ 

ΣΕ ΨΗΥΣΛΔΪ

ͯΟΜΙΡΧΰ

ͼΔΥΧΡΙΥΰ

ͭΦΦΟΙΘΣΖΔΡΜδ TrendLabs, 

ΣΕΦΟΨΚΜΖΔΡΜΙ Μ ΤΣΘΘΙΥΚΞΔ

ͻΕΥΔΛΫΰ

;ΣΣΕήΙΡΜδ

ͼΥΜΠΔΡΞΜ

ͼΥΣΗΥΔΠΠΡΰΝ 

ΤΥΣΦΠΣΧΥ ΦΧΥΔΡΜΫ

;ΪΙΠΰ ΣΕΥΔΧΡΣΝ ΦΖδΛΜ

ͥΡΔΟΜΛ ΤΣΖΙΘΙΡΜδ

ʋʛʨʦʟʳ



Smart Protection Network

A compromised web siteOne click in a link.

Fake news by email.

ʈʝʧʫʪʘʮʠʷ

ʧʦʯʪʳ

ɺʝʙ

ʨʝʧʫʪʘʮʠʷ

ʌʘʡʣʦʚʘʷ

ʨʝʧʫʪʘʮʠʷ

ʂʦʨʨʝʣʷʮʠʷ



ɿʘʱʠʪʘ ʤʘʣʦʛʦ ʙʠʟʥʝʩʘ

;ΟΨΚΕΰ

InterScanÊ

Messaging 

Hosted Security

Worry-FreeÊ

SecureSite
ͯΣΠΤαγΧΙΥ Μ ΦΙΥΖΙΥΊΟγΛ

͵ΔΟΰΝ ΕΜΛΡΙΦ
Server/Exchange

Worry-Free
Advanced

Worry-Free
Standard

ͬΔήΜΧΔ έΟγΛΣΖ
Interscan VW

Worry-FreeÊRemote Manager

Smart Protection Network

Email Reputation

IP

E

E

E

E

Web Reputation

URL

W

W

W

W

W

ͧΪΣΘδήΜΙ ΨΗΥΣΛΰ

ͭΦΪΣΘδήΜΙ ΨΗΥΣΛΰˮ ͔͔ͤͭͪͤͭ

File Reputation

ΆΔΝΟΰ

F

F

F



ͯΥΨΗΟΣΦΨΧΣάΡΔδΤΣΘΘΙΥΚΞΔ

Trend Micro Message Archiver

Trend Micro LeakProof Ê

ͯΣΠΤαγΧΙΥ Μ ΦΙΥΖΙΥΊΟγΛ ͼΣάΧΣΖΰΝ ΦΙΥΖΙΥ

ScanMailÊ
OfficeScanÊ

InterScanÊ
Web Security

InterScanÊ
Messaging Security

NeatSuiteÊ

Client Server Messaging Suite

;ΟΨΚΕΰ

InterScanÊ

Messaging 

Hosted Security

Email Reputation

IP

Smart Protection Network

E
E

E

E

E

E

ͧΪΣΘδήΜΙ ΨΗΥΣΛΰ

ͭΦΪΣΘδήΜΙ ΨΗΥΣΛΰ

ͭΡΧΙΥΡΙΧ

File Reputation

ΆΔΝΟΰ

F

F

F

FW

W

W

W

W
W

Web Reputation

URL

W

W

ɿʘʱʠʪʘ ʩʨʝʜʥʝʛʦ ʙʠʟʥʝʩʘ



ͧΪΣΘδήΜΙ ΨΗΥΣΛΰ
͵ΣΘΙΟα «ͼΥΣΗΥΔΠΠΡΣΙ ΣΕΙΦ-

ΤΙάΙΡΜΙ ΞΔΞ ΨΦΟΨΗΔ» (SaaS)

InterScanÊ

Messaging 

Hosted Security

ͯΣΠΤαγΧΙΥ Μ ΦΙΥΖΙΥ
ΊΟγΛ

;ΣΖΠΙΦΧΡΔδ ΥΔΕΣΧΔ 
Μ ΪΥΔΡΙΡΜΙ

΅ΤΥΔΖΟΙΡΜΙ ΕΙΛΣΤΔΦΡΣΦΧαγ

΅ΤΥΔΖΟΙΡΜΙ ΨΗΥΣΛΔΠΜ (ΦΙΧα)

ͭΡΧΙΥΡΙΧ

ͭΦΪΣΘδήΜΙ ΨΗΥΣΛΰ

΅ΘΔΟΙΡΡΰΝ/ΔΖΧΣΡΣΠΡΰΝ 
ΞΣΠΤαγΧΙΥ

InterScanÊ
Web Security

InterScanÊ
Messaging Security

ServerProtectÊ

OfficeScanÊ

ScanMailÊ

IM Security ΘΟδ 
ΥΙέΙΡΜδ OCS

SharePoint Portal

ͦΥΔΡΘΠΔΨβΥ/UTM

;ΜΦΧΙΠΔ ΤΥΙΘΣΧΖΥΔήΙΡΜδ 

ΖΠΙέΔΧΙΟαΦΧΖΔ (IPS)/ΦΜΦΧΙΠΔ 

ΣΕΡΔΥΨΚΙΡΜδ ΔΧΔΞ (IDS)

΅ΤΥΔΖΟΙΡΜΙ ΨΗΥΣΛΔΠΜ

;ΙΥΖΙΥ

ΞβέΜΥΣΖΔΡΜδ

ΩΔΝΟΣΖ

Email Reputation

IP

Smart Protection Network

E
E

E

E
E

Web Reputation

URL

W

W

W

W

W

W

W

W

W

W
W

File Reputation

ΆΔΝΟΰ

F

F

F

F

F

ɿʘʱʠʪʘ ʢʨʫʧʥʦʛʦ ʙʠʟʥʝʩʘ



ʄʦʜʫʣʴʥʘʷ ʘʨʭʠʪʝʢʪʫʨʘ OfficeScan

ʄʆɼʋʃʔʅɸʗ ɸʈʍʀʊɽʂʊʋʈɸ

Anti-malware
File & Folder

Encryption

HIPS &

Vulnerability shielding

Mobile

Security
Security for

Macintosh

Virtualization

Security

ɺʳʙʝʨʠʪʝ, ʯʪʦ ʚʳ ʭʦʪʠʪʝ ʨʘʟʚʝʨʥʫʪʴ, ʢʦʛʜʘ ʠ ʛʜʝ

Å ʃʝʛʢʦ ʠ ʙʳʩʪʨʦ ʜʦʙʘʚʠʪʴ

ʉʨʘʟʫ ʞʝ ʧʦʩʣʝ ʧʦʷʚʣʝʥʠʷ ʥʦʚʦʡ ʪʝʭʥʦʣʦʛʠʠ

ʀʟʤʝʥʝʥʠʷ ʤʦʞʥʦ ʚʥʝʩʪʠ ʢʦʛʜʘ ʫʛʦʜʥʦ

Å ʈʘʩʰʠʨʷʝʪ ʞʠʟʥʝʥʥʳʡ ʮʠʢʣ ʨʝʰʝʥʠʷ

Å ɿʘʱʠʱʘʝʪ ɺʘʰʠ ʠʥʚʝʩʪʠʮʠʠ

Å ɼʣʷ ʟʘʱʠʪʳ ʥʝ ʥʫʞʥʦ çʫʜʘʣʷʪʴ ʠ ʟʘʤʝʥʷʪʴè ʧʨʦʜʫʢʪ

ɿʘʱʠʪʘ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ 

ʩʝʪʠ



Desktops

Laptops

Servers

Virtual Machines

Macs

Smartphones

PDAs

Storage Appliances

Windows XP

Windows Vista

Windows Server2003

Windows Server2008

Mac OS 10.4 + 10.5

Linux

Windows Mobile 5.x

Windows Mbile 6.x

Symbian OS

VMware ESX

ɹʦʣʴʰʝ ʧʣʘʪʬʦʨʤ

ɹʦʣʴʰʝ ʪʦʯʝʢ ʟʘʱʠʪʳ

ɿʘʱʠʪʘ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ 

ʩʝʪʠ



ɹʣʦʢʠʨʦʚʘʥʠʝ ʩʧʘʤʘ, ʬʠʰʠʥʛʘ, ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʘ 

ʪʘʢʞʝ ʢʦʥʪʝʥʪʥʘʷʬʠʣʴʪʨʘʮʠʷ ʜʣʷ ʩʥʠʞʝʥʠʷ ʨʠʩʢʦʚ ʫʪʝʯʢʠ 

ʠʥʬʦʨʤʘʮʠʠ.

ʈʝʧʫʪʘʮʠʷ ʧʦʯʪʳ: ʉʘʤʘʷ ʢʨʫʧʥʘʷ ʠ ʵʬʬʝʢʪʠʚʥʘʷ 

ʚ ʠʥʜʫʩʪʨʠʠ ʨʝʧʫʪʘʮʠʦʥʥʘʷʙʘʟʘ

ɸʥʪʠʩʧʘʤ: ʅʘʠʙʦʣʴʰʘʷ ʵʬʬʝʢʪʠʚʥʦʩʪʴð

ˉ1 ʚ ʥʝʟʘʚʠʩʠʤʳʭ ʪʝʩʪʘʭ1

ɸʥʪʠ ʬʠʰʠʥʛ: 
ʇʨʠʤʝʥʝʥʠʝ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ

ɸʥʪʠʚʠʨʫʩ: 
ɿʘʱʠʪʘ ʦʪ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ

ɸʥʪʠʰʧʠʦʥ: 
ɹʣʦʢʠʨʫʝʪ ʰʧʠʦʥʦʚ, ʨʫʪʢʠʪʳʠ ʙʦʪ-ʢʦʜʳ

ʆʩʦʙʳʝ ʬʫʥʢʮʠʠ
Åɹʣʦʢʠʨʫʝʪʩʷ ʩʧʘʤ, ʩʦʜʝʨʞʘʱʠʡ ʩʩʳʣʢʠ ʥʘ ʦʧʘʩʥʳʝ ʩʘʡʪʳ
Åɹʣʦʢʠʨʫʝʪʩʷ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʢʦʪʦʨʦʝ 

ʧʝʨʝʜʘʝʪ ʜʘʥʥʳʝ ʯʝʨʝʟ ʀʥʪʝʨʥʝʪ

Trend Micro ΤΣΟΨάΜΟ ΡΔΗΥΔΘΨ

West Coast Labs Checkmark 

Certification Ζ ΧΙΦΧΔΪ:

InterScan Messaging Security Suite

Anti-malware

Integrated Threat 

Management Level 1

Anti-spam

Premium Certification

[1] Results of Anti-Spam Solution Testing, Opus One, February 2007.

ɿʘʱʠʪʘ ʧʦʯʪʦʚʳʭ ʩʠʩʪʝʤ



ʀʥʪʝʨʥʝʪ ʰʣʶʟʳ

ʇʨʝʜʦʪʚʨʘʱʘʝʪ ʜʦʩʪʫʧ ʢ ʦʧʘʩʥʳʤ ʩʘʡʪʘʤ,

ʙʣʦʢʠʨʫʝʪ ʟʘʢʘʯʢʫ ʰʧʠʦʥʦʚ ʠ ʚʠʨʫʩʦʚ,

ʘ ʪʘʢʞʝ ʦʩʪʘʥʘʚʣʠʚʘʝʪ ʧʦʧʳʪʢʠ ʬʠʰʠʥʛʘ.

ɺʝʙ ʨʝʧʫʪʘʮʠʷ: 

ɹʣʦʢʠʨʫʝʪ ʦʧʘʩʥʳʝ ʩʘʡʪʳ ʜʦ ʪʦʛʦ, 

ʢʘʢ ʥʘ ʥʠʭ ʧʦʧʘʜʝʪ ʧʦʣʴʟʦʚʘʪʝʣʴ

URL ʬʠʣʴʪʨʘʮʠʷ: 

ʂʘʪʝʛʦʨʠʟʠʨʫʝʪ ʩʘʡʪʳ ʠ ʙʣʦʢʠʨʫʝʪ ʜʦʩʪʫʧ ʢ ʦʧʘʩʥʳʤ

ɸʥʪʠʬʠʰʠʥʛ: 

ʇʨʝʜʦʪʚʨʘʱʘʝʪ ʜʦʩʪʫʧ ʢ ʬʠʰʠʥʛʦʚʳʤ ʨʝʩʫʨʩʘʤ

ɸʥʪʠʚʠʨʫʩ: 

ɹʣʦʢʠʨʫʝʪ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʩʢʨʳʪʦʝ ʥʘ 

ʚʝʙ-ʩʪʨʘʥʠʮʘʭ ʠ ʚ ʚʝʙ-ʧʦʯʪʝ

ɸʥʪʠʰʧʠʦʥ: 

ʇʨʝʜʦʪʚʨʘʱʘʝʪ ʦʧʘʩʥʳʝ ʟʘʢʘʯʢʠ ʠ ʙʣʦʢʠʨʫʝʪ 

ʧʝʨʝʜʘʯʫ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʯʝʨʝʟ ʚʝʙ

ʆʙʥʘʨʫʞʝʥʥʳʝ ʰʧʠʦʥʳ ʠʣʠ ʜʨʫʛʦʝ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʟʘʧʫʩʢʘʝʪ ʦʯʠʩʪʢʫ (ʙʝʟ ʫʩʪʘʥʦʚʢʠ ʘʛʝʥʪʦʚ)

Trend Micro ΤΣΟΨάΜΟ ΡΔΗΥΔΘΰ

West Coast Labs Checkmark 

Certification ΤΣ ΧΙΦΧΔΠ:

InterScan Web Security Suite

Anti-malware

Integrated Threat 

Management Level 1

URL Filtering

Premium Certification

ɿʘʱʠʪʘ ʠʥʪʝʨʥʝʪ ʰʣʶʟʦʚ



ɿʘʱʠʪʘ ʦʪ ʫʪʝʯʝʢʜʘʥʥʳʭ

LeakProofʨʧʠʛʧʤʸʞʫ ʪʦʡʠʡʫʵ ʩʡʪʣ ʬʫʞʰʣʡ 

ʣʧʦʭʡʝʞʦʯʡʙʤʵʦʴʮ ʝʙʦʦʴʮ, ʨʞʩʪʧʦʙʤʵʦʴʮ 

ʝʙʦʦʴʮ

LeakProof çʧʦʥʠʤʘʝʪè ʩʦʜʝʨʞʠʤʦʝ

ʬʘʡʣʦʚ, ʢʦʪʦʨʳʝ ʥʘʭʦʜʷʪʩʷ ʥʘ ʜʠʩʢʘʭ,

ʩʝʡʯʘʩ ʠʩʧʦʣʴʟʫʶʪʩʷʠʣʠ ʧʝʨʝʜʘʶʪʩʷ

ʥʘ ʚʩʝʭ ʫʟʣʘʭʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ

Trend Micro LeakProof



Trend Micro LeakProof

Å Client Agent and Virtual /  Physical Management 

Appliance

Å On and Off network protection

Å Endpoint Activity

ï USB,DVD/CD, Email, Webmail, IM, FTP, HTTP, 

HTTPS , PGP Encryption

ï PrintScreen & Device Blocking (USB, Bluetooth..)

Å Discovery of Sensitive Data

ï Stand-alone discovery/scan module

ï Language independent

ï Multiple matching methods

ÅSignature/fingerprint, Entity / Regex

ÅKeyword, File meta-data

Å Interactive Employee Education & Workflow

ï Log, Block, Client Alert, Justification

ï Education: Custom messages and URL links

ï Encryption for USB copying

D ata

NAÊ

D ata

NAÊ

149dl209y

kw9731la1

d992;f9ska

98f02l0399

149dl209y

kw9731la1

d992;f9ska

98f02l0399

BLOCKED!

Fingerprinted

Confidential

Product Plan 

for Next Gen 

Gadget

Confidential

Product Plan 

for Next Gen 

Gadget



ʈʝʰʝʥʠʷ Symantec



ʂʦʤʧʘʥʠʷ Symantec

Åʇʨʝʜʩʪʘʚʠʪʝʣʴʩʪʚʘ Symantec ʙʦʣʝʝ ʯʝʤ ʚ 40 ʩʪʨʘʥʘʭ

Åʉʚʳʰʝ 20000 ʩʦʪʨʫʜʥʠʢʦʚ

Åɹʦʣʝʝ 300 ʤʠʣʣʠʦʥʦʚ ʢʣʠʝʥʪʦʚ ʧʦ ʚʩʝʤʫ ʤʠʨʫ

Åʆʙʦʨʦʪ Symantec ʚ 2007 ʬʠʥʘʥʩʦʚʦʤ ʛʦʜʫ $5,8 ʤʣʨʜ. 

USD

Åɺ ʨʦʩʩʠʡʩʢʦʤ ʦʬʠʩʝ ʨʘʙʦʪʘʝʪ ʙʦʣʝʝ 50 ʯʝʣʦʚʝʢ



ʉʪʨʘʪʝʛʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 

Symantec ʜʣʷ ʧʨʝʜʧʨʠʷʪʠʡ

Policy Management

Event & Log ManagementInformation ManagementVulnerability Management

ɹʝʟʦʧʘʩʥʦʩʪʴ ʠʥʬʦʨʤʘʮʠʠ

ʌʫʥʜʘʤʝʥʪ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʉʦʪʦʚʳʡ ʪʝʣʝʬʦʥʅʦʫʪʙʫʢ ʌʘʡʣ-ʩʝʨʚʝʨ ʉʝʨʚʝʨ 

ʧʨʠʣʦʞʝʥʠʡ

ʉʝʨʚʝʨ ʩʦʦʙʱʝʥʠʡʉʝʨʚʝʨ ʙʘʟ

ʜʘʥʥʳʭ

ʋʧʨʘʚʣʝʥʠʝ ʟʘʱʠʪʦʡ

i!

ʅʘʩʪʦʣʴʥʳʡ ʇʂ

http://activate.typepad.com/my_weblog/images/skype_logo_1.jpg
http://activate.typepad.com/my_weblog/images/skype_logo_1.jpg
http://www.thefatmanwalking.com/file_depot/0-10000000/20000-30000/20566/layout/77280/206262/stop_sign.jpg
http://activate.typepad.com/my_weblog/images/skype_logo_1.jpg
http://images.google.com/imgres?imgurl=nehe.gamedev.net/tutorials/solaris.jpg&imgrefurl=http://nehe.gamedev.net/opengl1.asp&h=180&w=240&prev=/images?q=solaris&svnum=10&hl=en&lr=&ie=UTF8&oe=UTF8
http://images.google.com/imgres?imgurl=www.netexp.net/~drself/Windows Logo.gif&imgrefurl=http://www.netexp.net/~drself/&h=182&w=245&prev=/images?q=windows+logo&svnum=10&hl=en&lr=&ie=UTF8&oe=UTF8
http://images.google.com/imgres?imgurl=www.cisco.com/warp/public/3/mx/networkers/images/hp.gif&imgrefurl=http://www.cisco.com/warp/public/3/mx/networkers/&h=158&w=180&prev=/images?q=hp&svnum=10&hl=en&lr=&ie=UTF8&oe=UTF8


ʉʧʝʢʪʨ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʧʨʦʜʫʢʪʦʚ 

Symantec 

ʅɽʇʈɽʈʓɺʅʆʉʊʔ 
ɹʀɿʅɽʉɸʍʈɸʅɽʅʀɽ ɼɸʅʅʓʍ ʀʊ-ʆʇɽʈɸʎʀʀ

ʋʇʈɸɺʃɽʅʀɽ 
ʀʅʌʆʈʄɸʎʀɽʁɹɽɿʆʇɸʉʅʆʉʊʔ ʀʊ-ʉʆʆʊɺɽʊʉʊɺʀɽ



ʉʧʝʢʪʨ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʨʝʰʝʥʠʡ 

Symantec

ʕʢʩʧʣʫʘʪʘʮʠʷ 
IT

ʅʝʧʨʝʨʳʚʥʦʩʪʴ 
ʙʠʟʥʝʩʘ

ʍʨʘʥʝʥʠʝ 
ʜʘʥʥʳʭ

ʋʧʨʘʚʣʝʥʠʝ 
ʠʥʬʦʨʤʘʮʠʝʡ

ɹʝʟʦʧʘʩʥʦʩʪʴIT-ʉʦʦʪʚʝʪʩʪʚʠʝ

Storage Management

Veritas Storage Foundation 

Veritas Storage Foundation Manager

Veritas Storage Foundation Volume 
Replicator

Veritas Storage Foundation Cluster File 
System

Veritas CommandCentral Storage 

Veritas Process Automation Manager 

Storage Optimization Services

Data Migration Services

Data Protection

Veritas NetBackup 

Veritas NetBackup PureDisk 

Veritas Backup Reporter

Backup Exec

Backup Exec System Recovery

Data Protection Services

Storage Optimization Services

Endpoint Security

Endpoint Protection

Multi-tier Protection

Critical System Protection 

Confidence Online for Web Applications

Mobile Security

Network Access Control 

On-Demand Protection Solution

Network Access Control Services

Threat and Vulnerability Management 
Program

Infrastructure Hardening Services

Data Security Services

IT Policy Compliance

Control Compliance Suite

Enterprise Security Manager  

Security Information Manager  

Mail Security 8300 with Premium Content 
Control

Database Security

Enterprise Vault

Network Access Control Services

Data Center Automation

Veritas Cluster Server

Veritas Application Director

Veritas Server Foundation

Veritas Configuration Manager

Veritas Provisioning Manager 

Veritas Process Automation Manager

Veritas Storage Foundation

Veritas Storage Foundation Manager

Veritas CommandCentral Storage

Data Center Reengineering Services

Data Center Consolidation Services

Data Center Standardization Services

Client Management

Ghost Solution Suite

pcAnywhere

BackupExec System Recovery

Altiris Client Management Suite

Application Performance 
Management

Veritas i3

Veritas Insight Inquire

Veritas Application Service Dashboard

Application Service Management
Services

IT Service Management

Application Service Management Services

IT Process Management Services

IT Governance Services

IT as a Business Services

IT Service Continuity Management 
Services

Archiving

Enterprise Vault

Data Migration Services

Information Lifecycle Management 
Services

Archiving and Data Retention Services

Data Protection

Veritas NetBackup 

Veritas NetBackup PureDisk 

Veritas Backup Reporter

Backup Exec

Backup Exec System Recovery

Data Protection Services

High Availability/
Disaster Recovery

Veritas Cluster Server

Veritas Configuration Manager

Veritas Provisioning Manager 

Veritas Storage Foundation

Veritas Storage Foundation Manager

Veritas Storage Foundation Volume 
Replicator

Veritas Storage Foundation Cluster File 
System

Recovery Strategy Development Services

IT Service Continuity Management 
Services

IT Disaster Recovery Services

Business Continuity Program Evaluation

Storage Optimization Services

Discovery

Information Foundation 2007

Enterprise Vault

Mail Security 8300 with Premium Content 
Control

Electronic Discovery Support Services

Data Loss Prevention

Information Foundation 2007

Enterprise Vault

Control Compliance Suite

Mail Security 8300 with Premium Content 
Control

Database Security

Endpoint Protection

Multi-tier Protection

Critical System Protections

Archiving

Enterprise Vault

Data Migration Services

Information Lifecycle Management 
Services

Archiving and Data Retention Service

Messaging Security

Information Foundation 2007 

Mail Security 8300 Series Appliance 

Mail Security for MS Exchange 

Mail Security for SMTP 

Mail Security Enterprise Edition 

Mail Security for Domino

IM Manager

Brightmail AntiSpam 

Hosted Mail Security 

Mobile Security 

Security and Threat Management Services

Security Management

Security Information Manager

Database Security

Managed Security Services 

DeepSight Threat Response

Executive Information Dashboard

Security and Policy Compliance Services

Incident Response and Management 
Program

Application Security Services 
(Accenture Joint Initiative)

Security Monitoring and Management 
Services (Accenture Joint Initiative)

Compliance Governance

Executive Information Dashboard

Managed PCI Compliance Services

Enterprise Compliance Data Management 
Services

Compliance Transformation Services 
(Accenture Joint Initiative)

Messaging Management

Information Foundation 2007

Mail Security 8100

Mail Security 8300 Series Appliance

Mail Security for MS Exchange 

Mail Security for SMTP

Mail Security Enterprise Edition 

Mail Security for Domino 

IM Manager 

Brightmail AntiSpam

Premium AntiSpam

Hosted Mail Security 

Mobile Security

Enterprise Vault

Messaging Collaboration and Security 
Services



ɺʩʝ ʥʘʯʠʥʘʝʪʩʷ (ʠʣʠ ʢʦʥʯʘʝʪʩʷ) 

ʥʘ ʫʨʦʚʥʝ ʫʟʣʘ ʩʝʪʠ

Å ɿʘʨʘʞʝʥʥʳʝ ʠʣʠ ʥʝ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ 

ʪʨʝʙʦʚʘʥʠʷʤ ʫʟʣʳ 

ʫʛʨʦʞʘʶʪ ʩʝʪʠ

Å ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʜʦʩʪʫʧ 

ʢ ʀʥʪʝʨʥʝʪʫ ʠ ʩʝʪʠ 

ʧʨʦʠʩʭʦʜʠʪ ʩ ʢʦʥʝʩʥʦʛʦ 

ʫʟʣʘ ʩʝʪʠ

Å ɺʩʝ ʣʠ ʫʟʣʳ ʟʘʱʠʱʝʥʳ?



ɿʘʱʠʪʘ ʢʦʥʝʯʥʳʭ 

ʫʟʣʦʚ 

ʢʦʨʧʦʨʘʪʠʚʥʦʡ 

ʩʝʪʠ



ʇʨʦʙʣʝʤʳ ʧʨʝʜʧʨʠʷʪʠʷ

Åʆʪʩʫʪʩʪʚʠʝ ʦʙʱʝʛʦ ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʩʦʩʪʦʷʥʠʷ 
ʙʝʟʦʧʘʩʥʦʩʪʠ 

ï ʈʝʘʣʠʟʘʮʠʷ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ ʙʳʣʘ ʬʨʘʛʤʝʥʪʠʨʦʚʘʥʥʦʡ

ï ʆʛʨʘʥʠʯʝʥʥʘʷ ʩʚʷʟʴ ʤʝʞʜʫ ʦʪʜʝʣʴʥʳʤʠ ʧʦʪʦʢʘʤʠ 
ʜʘʥʥʳʭ ʦ ʩʦʦʪʚʝʪʩʪʚʠʠ, ʫʛʨʦʟʘʭ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ï ʋʧʨʦʱʝʥʠʝ ʩʠʩʪʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʪ ʚʩʝʭ ʧʦʩʪʘʚʱʠʢʦʚ

Åʋʤʝʥʴʰʝʥʠʝ ʚʣʠʷʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʧʨʦʠʟʚʦʜʩʪʚʦ

ï ɺʦ ʚʨʝʤʷ ʩʝʨʴʝʟʥʳʭ ʘʪʘʢ ʧʨʝʜʧʨʠʷʪʠʝ ʜʦʣʞʥʦ 
ʬʫʥʢʮʠʦʥʠʨʦʚʘʪʴ ʢʘʢ ʦʙʳʯʥʦ 

ï ʇʨʦʙʣʝʤʳ ʥʫʞʥʦ ʨʝʰʘʪʴ ʟʘʙʣʘʛʦʚʨʝʤʝʥʥʦ

ï ʅʫʞʥʦ ʫʩʠʣʠʚʘʪʴ ʟʘʱʠʪʫ ʧʨʠ ʩʦʢʨʘʱʝʥʠʠ ʨʘʩʭʦʜʦʚ

Åɹʳʩʪʨʝʝ ʫʩʪʨʘʥʷʪʴ ʠʟʚʝʩʪʥʳʝ ʫʷʟʚʠʤʦʩʪʠ 

ï ʕʢʩʧʣʦʡʪʳ ʜʣʷ ʠʟʚʝʩʪʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ ʧʦʷʚʣʷʶʪʩʷ 
ʙʳʩʪʨʝʝ ðʧʦʵʪʦʤʫ ʚʦʟʤʦʞʥʦʩʪʴ ʠʭ ʫʩʪʨʘʥʝʥʠʷ 
ʜʦʣʞʥʘ ʫʩʢʦʨʠʪʴʩʷ ʩ ʜʥʝʡ ʜʦ ʯʘʩʦʚ

ï ʕʢʩʧʣʦʡʪʳ ʩʪʘʥʦʚʷʪʩʷ ʙʦʣʝʝ ʦʧʘʩʥʳʤʠ

ï ʇʝʨʝʭʦʜ ʦʪ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʢ 
ʧʨʝʚʝʥʪʠʚʥʦʡ ʟʘʱʠʪʝ



ʏʪʦ ʪʘʢʦʝ Symantec Endpoint 

Protection

Network

Access Control

Proactive Threat

Protection

Network Threat

Protection

Antivirus

& Antispyware

Firewall & IPS

Antivirus

& Antispyware

Antivirus

& Antispyware
Network

Access Control

Device Control

Firewall

Confidence

Online

Symantec Antivirus 10.1

Symantec Client Security 3.1 Symantec WholeSecurity

Symantec Sygate Enterprise Protection 5.1

SEP v11



SEP 11.0

SNAC 11.0

ɸʥʪʠʚʠʨʫʩ ʠ 

ʘʥʪʠʰʧʠʦʥʩʢʦʝ 

ʇʆ

ɿʘʱʠʪʘ ʦʪ

ʩʝʪʝʚʳʭ 

ʫʛʨʦʟ

ʇʨʝʚʝʥʪʠʚʥʘʷ

ʟʘʱʠʪʘ 

ʦʪ ʫʛʨʦʟ

ʋʧʨʘʚʣʝʥʠʝ

ʜʦʩʪʫʧʦʤ ʢ 

ʩʝʪʠ

Symantec Endpoint

Protection Manager

ɸʥʪʠʚʠʨʫʩ ʠ 

ʘʥʪʠʰʧʠʦʥʩʢʦʝ ʇʆ

Áʆʙʥʘʨʫʞʠʚʘʝʪ, 
ʙʣʦʢʠʨʫʝʪ ʠ ʫʜʘʣʷʝʪ

Áɺʠʨʫʩʳ

Áʐʧʠʦʥʩʢʦʝ ʇʆ

Áʈʫʪʢʠʪʳ

Áɼʨʫʛʠʝ ʫʛʨʦʟʳ

ʇʨʝʚʝʥʪʠʚʥʘʷ 

ʟʘʱʠʪʘ ʦʪ ʫʛʨʦʟ

Áɿʘʱʠʪʘ ʦʪ 
ʥʝʨʘʩʧʦʟʥʚʘʚ-
ʝʤʳʭ ʫʛʨʦʟ

Áɹʣʦʢʠʨʦʚʘʥʠʝ 
ʜʦʩʪʫʧʘ ʢ 
ʫʩʪʨʦʡʩʪʚʘʤ ʥʘ 
ʙʘʟʝ ʧʨʘʚʠʣ

ɿʘʱʠʪʘ ʦʪ ʩʝʪʝʚʳʭ 

ʫʛʨʦʟ

Áʆʙʥʘʨʫʞʠʚʘʝʪ ʠ 
ʙʣʦʢʠʨʫʝʪ ʚʥʝʰʥʠʝ 
ʫʛʨʦʟʳ

Áʌʠʣʴʪʨʫʝʪ 
ʚʭʦʜʷʱʠʡ ʠ 
ʠʩʭʦʜʷʱʠʡ ʪʨʘʬʠʢ

Áʇʨʘʚʠʣʘ, ʟʘʚʠʩʷʱʠʝ 
ʦʪ ʤʝʩʪʦʥʘʭʦʞʜʝʥʠʷ

ʋʧʨʘʚʣʝʥʠʝ ʜʦʩʪʫʧʦʤ ʢ 

ʩʝʪʠ

Áɻʘʨʘʥʪʠʨʫʝʪ 
ʩʦʙʣʶʜʝʥʠʝ ʧʨʘʚʠʣ ʚ 
ʢʦʥʝʯʥʳʭ ʪʦʯʢʘʭ ʩʝʪʠ

Áɹʣʦʢʠʨʫʝʪ ʜʦʩʪʫʧ ʢ 
ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʤ 
ʙʝʩʧʨʦʚʦʜʥʳʤ ʫʟʣʘʤ

Áʇʨʝʜʦʪʚʨʘʱʘʝʪ 
ʚʪʦʨʞʝʥʠʝ ʩʦ ʩʪʦʨʦʥʳ 
ʫʜʘʣʝʥʥʳʭ ʨʘʙʦʪʥʠʢʦʚ

ʏʝʪʳʨʝ ʤʦʜʫʣʷ
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ʇʦʜʜʝʨʞʢʘ ʧʣʘʪʬʦʨʤ

Å Windows 2008 (ʚʢʣʶʯʘʷ ʨʝʞʠʤCore)
(32/64)

Å Windows Vista SP1
ʊʦʣʴʢʦ SEP ʢʣʠʝʥʪ(32/64)



ɽʜʠʥʦʝ ʨʝʰʝʥʠʝ ʜʣʷ ʟʘʱʠʪʳ

Symantec 

Network 

Access Control

Symantec
Endpoint 
Protection

ʇʝʨʩʦʥʘʣʴʥʳʡ 

ʙʨʘʥʜʤʘʫʵʨ

ɿʘʱʠʪʘ ʆʉ

ɿʘʱʠʪʘ ʦʪ ʧʝʨʝʧʦʣ-

ʥʝʥʠʷ ʙʫʬʝʨʘ ʠ 

ʵʢʩʧʣʦʡʪʦʚ

ɿʘʱʠʪʘ ʦʪ

ʧʨʝʩʪʫʧʥʦʛʦ ʇʆ

ʋʧʨʘʚʣʝʥʠʝ 

ʫʩʪʨʦʡʩʪʚʘʤʠ

ʉʝʪʝʚʘʷIPS

ʇʨʦʚʝʨʢʘ 

ʮʝʣʦʩʪʥʦʩʪʠ ʠ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ 

ʢʦʤʧʴʶʪʝʨʘ

ʊʝʭʥʦʣʦʛʠʷ

ʟʘʱʠʪʳ

ɸʥʪʠʰʧʠʦʥʩʢʦʝ ʇʆ

ɸʥʪʠʚʠʨʫʩ

ʉʝʪʝʚʦʝ 

ʩʦʝʜʠʥʝʥʠʝ

ʆʧʝʨʘʮʠʦʥʥʘʷ

ʩʠʩʪʝʤʘ

ʇʘʤʷʪʴ/

ʧʨʦʮʝʩʩʳ

ʇʨʠʣʦʞʝʥʠʷ

ʏʝʨʚʠ, ʵʢʩʧʣʦʠʪʳ ʠ ʘʪʘʢʠ

ɺʠʨʫʩʳ, ʪʨʦʷʥʳ

ʠ ʜʨ. ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ

ɺʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʨʫʪʢʠʪʳ, 

ʫʷʟʚʠʤʦʩʪʠ çʥʫʣʴ-ʜʝʥʴè

ʇʝʨʝʧʦʣʥʝʥʠʝ ʙʫʬʝʨʘ, 

ʠʥʲʝʢʮʠʷ ʧʨʦʮʝʩʩʦʚ, 

ʧʝʨʝʭʚʘʪ ʚʚʦʜʘ ʩ ʢʣʘʚʠʘʪʫʨʳ

ɸʪʘʢʠ çʥʫʣʴ-ʯʘʩè, 

ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʪʨʦʷʥʳ, 

ʠʥʲʝʢʮʠʷ ʧʨʦʛʨʘʤʤ

ʋʩʪʨʦʡʩʪʚʘ

ʚʚʦʜʘ-ʚʳʚʦʜʘ 
ʂʨʘʞʘ ʠʥʬʦʨʤʘʮʠʠ ʯʝʨʝʟ

ʧʦʜʢʣʶʯʝʥʥʳʝ ʫʩʪʨʦʡʩʪʚʘ

ʇʨʦʙʣʝʤʳ ʢʦʥʝʯʥʦʡ 

ʪʦʯʢʠ ʩʝʪʠ

ʉʠʩʪʝʤʳ ʙʝʟʦʧʘʩ-

ʥʦʩʪʠ ʫʩʪʘʥʦʚʣʝʥʳ, 

ʘʢʪʠʚʠʨʦʚʘʥʳ ʠ 

ʦʙʥʦʚʣʝʥʳ

ɼʘʥʥʳʝ ʠ 
ʬʘʡʣʦʚʘʷ ʩʠʩʪʝʤʘ



Å ʃʫʯʰʝʝ ʚ ʤʠʨʝ ʘʥʪʠʰʧʠʦʥʩʢʦʝ ʨʝʰʝʥʠʝ

Å ɹʦʣʴʰʝ ʩʝʨʪʠʬʠʢʘʮʠʡ Virus Bulletin ʧʦʜʨʷʜ, ʯʝʤ ʫ ʣʶʙʦʛʦ 
ʜʨʫʛʦʛʦ ʧʦʩʪʘʚʱʠʢʘ

Å ʃʫʯʰʝʝ ʘʥʪʠʰʧʠʦʥʩʢʦʝ ʇʆ, ʥʝ ʠʤʝʶʱʝʝ ʩʝʙʝ ʨʘʚʥʳʭ ʧʦ 
ʦʙʥʘʨʫʞʝʥʠʶ ʠ ʫʜʘʣʝʥʠʶ ʨʫʪʢʠʪʦʚ

Å ʉʦʜʝʨʞʠʪ ʪʝʭʥʦʣʦʛʠʶ ʩʢʘʥʠʨʦʚʘʥʠʷ VxMS (Veritas)

Å ʃʫʯʰʠʡ ʚ ʩʚʦʝʤ ʢʣʘʩʩʝ ʫʧʨʘʚʣʷʝʤʳʡ ʧʝʨʩʦʥʘʣʴʥʳʡ 
ʙʨʘʥʜʤʘʫʵʨ (Gartner)

Å ʃʫʯʰʠʝ ʘʜʘʧʪʠʚʥʳʝ ʧʦʣʠʪʠʢʠ ʩ ʫʯʝʪʦʤ ʤʝʩʪʦʥʘʭʦʞʜʝʥʠʷ

Å Sygate ʠSymantec Client Security

Å ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ ʥʘ ʦʩʥʦʚʝ ʧʦʚʝʜʝʥʠʷ

Å ʂʦʥʪʨʦʣʴ ʟʘ ʩʝʪʝʚʳʤ ʪʨʘʬʠʢʦʤ ʜʦʙʘʚʣʷʝʪ ʟʘʱʠʪʫ ʥʘ ʙʘʟʝ 
ʫʷʟʚʠʤʦʩʪʝʡ

Å ʋʧʨʘʚʣʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘʤʠ ʧʨʝʜʦʪʚʨʘʱʘʝʪ ʫʪʝʯʢʫ ʜʘʥʥʳʭ 
ʚ ʢʦʥʝʯʥʳʭ ʪʦʯʢʘʭ ʩʝʪʠ

Å ɿʘʱʠʱʘʝʪ ʦʪ ʧʣʝʝʨʦʚmp3, USB-ʜʠʩʢʦʚ ʠ ʪ.ʧ.

Å ɺʢʣʶʯʘʪ NAC-ʘʛʝʥʪ, ʧʦʵʪʦʤʫ ʢʘʞʜʘʷ ʢʦʥʝʯʥʘʷ ʪʦʯʢʘ 
çʛʦʪʦʚʘʷ ʢ ʧʨʠʤʝʥʝʥʠʶè ʚ ʩʠʩʪʝʤʝ NAC

Å ɼʦʙʘʚʣʷʝʪ ʢ ʟʘʱʠʪʝ ʢʦʥʝʯʥʦʡ ʪʦʯʢʠ ʢʦʥʪʨʦʣʴ ʟʘ 
ʩʦʙʣʶʜʝʥʠʝʤ ʧʨʘʚʠʣ

ɸʥʪʠʚʠʨʫʩ

ɸʥʪʠʰʧʠʦʥʩʢʦʝ ʇʆ

ʄʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ

ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʪʦʨʞʝʥʠʡ

ʋʧʨʘʚʣʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘʤʠ

ʋʧʨʘʚʣʝʥʠʝ ʜʦʩʪʫʧʦʤ ʢ ʩʝʪʠ

ɽʜʠʥʦʝ ʨʝʰʝʥʠʝ ʜʣʷ ʟʘʱʠʪʳ



ʎʝʣʦʩʪʥʘʷ ʟʘʱʠʪʘ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ: 

Endpoint Protection + Network Access 

Control

ʇʘʪʯʠ ʫʩʪʘʥʦʚʣʝʥʳ

Service Pack ʫʩʪʘʥʦʚʣʝʥ

ɹʨʘʥʜʤʘʫʵʨ ʟʘʧʫʱʝʥ

ʉʠʛʥʘʪʫʨʳ ʦʙʥʦʚʣʝʥʳ

ɸʥʪʠʚʠʨʫʩʟʘʧʫʱʝʥ
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Agent Type

Symantec
Network 
Access 

Control 11.0

Symantec
Network 
Access 
Control

Starter Edition
11.0

LAN-802, 1x
(Appliance)

Endpoint
(Uses SEP 

Desktop 
Firewall)

Gateway
(Appliance)

DHCP
(Appliance / 

Plug-in)

P PP P

P P

Enforcement Type

Client
(Persistent)

On-Demand
(Dissolvable)

Agentless
(Scanner)

P PP

P PP

ʂʦʤʧʣʝʢʪʳ ʧʦʩʪʘʚʢʠ Symantec 

Network Access Control



Compliance Of Configuration

Against Policy Is Checked

Step 2

Endpoint Attaches To Network

Configuration Is Determined

Step 1

Monitor Endpoint To

Ensure Ongoing Compliance

Step 4

Take Action Based On

Outcome Of Policy Check

Step 3 Patch

Quarantine

Virtual Desktop

Network Access 

Control



ʉʭʝʤʘ ʚʥʝʜʨʝʥʠʷ SNAC



Symantec 

Information 

Foundation

Mail Security
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ʌʘʡʣ-ʩʝʨʚʝʨ ʉʝʨʚʝʨ ʩʦʦʙʱʝʥʠʡʉʝʨʚʝʨ ʙʘʟʳ 

ʜʘʥʥʳʭ

Åʉʦʦʙʱʝʥʠʷ ʠ e-mail: ʢʨʠʪʠʯʝʩʢʠʝ ʜʣʷ ʙʠʟʥʝʩʘ ʧʨʠʣʦʞʝʥʠʷ

ïɹʦʣʴʰʘʷ ʯʘʩʪʴ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʠ ʢʦʤʧʘʥʠʠ 

ʭʨʘʥʠʪʩʷ ʚ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ 

ïɺ 75% ʩʣʫʯʘʝʚ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʥʘ ʧʨʝʜʧʨʠʷʪʠʠ ʦʙʨʘʱʘʶʪʩʷ ʢ 

ʧʦʠʩʢʫ e-mail ʚ ʪʦʡ ʠʣʠ ʠʥʦʡ ʬʦʨʤʝ 

ï 70% ʚʩʝʡ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ðʩʧʘʤ

ʈʠʩʢ ʜʣʷ ʠʥʬʦʨʤʘʮʠʠ ʚ 

ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʠʩʪʝʤʝ 

ʩʦʦʙʱʝʥʠʡ

http://activate.typepad.com/my_weblog/images/skype_logo_1.jpg


ʋʛʨʦʟʳ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ

1. ʆʙʝʟʦʧʘʩʠʪʴ ʦʨʛʘʥʠʟʘʮʠʶ ʦʪ ʧʦʯʪʦʚʳʭ ʫʛʨʦʟ

2. ʆʙʝʩʧʝʯʠʪʴ ʙʝʩʧʨʝʧʷʪʩʪʚʝʥʥʫʶ ʜʦʩʪʘʚʢʫ çʣʝʛʘʣʴʥʦʡè 

ʢʦʨʨʝʩʧʦʥʜʝʥʮʠʠ

3. ʉʜʝʣʘʪʴ ʚʩʝ ʵʪʦ ʩ ʥʘʠʤʝʥʴʰʠʤʠ ʫʩʠʣʠʷʤʠ

Áʋʪʝʯʢʘ ʠʥʬʦʨʤʘʮʠʠ

Áʋʛʨʦʟʘ ʩʦ ʩʪʦʨʦʥʳ 
ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳ
ʭ ʦʨʛʘʥʦʚ

Áʋʚʝʣʠʯʝʥʠʝ 
ʚʨʝʤʝʥʠ ʦʪʢʣʠʢʘ 
ʩʠʩʪʝʤʳ

Áʂʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥ
ʳʝ ʤʘʰʠʥʳ

Áʉʥʠʞʝʥʠʝ 
ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ

Áʈʘʩʭʦʜʦʚʘʥʠʝ  
ʨʝʩʫʨʩʦʚ

Áʃʦʞʥʳʝ 
ʩʨʘʙʘʪʳʚʘʥʠʷ

Áʉʥʠʞʝʥʠʝ 
ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ

Áʇʝʨʝʛʨʫʟʢʘ ʩʝʨʚʝʨʦʚ

Áʈʘʩʭʦʜ ʧʨʦʩʪʨʘʥʩʪʚʘ 
ʭʨʘʥʝʥʠʷ

ɺʠʨʫʩʳ ʠ ʜʨʫʛʦʡ 
ʚʨʝʜʦʥʦʩʥʳʡ ʢʦʜ

ʉʧʘʤ
ʅʝʞʝʣʘʪʝʣʴʥʳʡ 

ʪʨʘʬʠʢ
ʂʦʥʪʨʦʣʴ 
ʩʦʜʝʨʞʘʥʠʷ

ɿʘʜʘʯʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ



Symantec Mail Security ïʥʝ 

ʚʧʫʩʢʘʝʪ ʥʠʯʝʛʦ ʣʠʰʥʝʛʦ

Åʉʧʘʤ, ʬʠʰʠʥʛ, ʚʠʨʫʩʳ, ʯʝʨʚʠ

ïʉʘʤʳʡ ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʦʙʥʘʨʫʞʝʥʠʷ  (95%+), ʩʘʤʳʡ ʥʠʟʢʠʡ 

ʫʨʦʚʝʥʴ ʣʦʞʥʳʭ ʩʨʘʙʘʪʳʚʘʥʠʡ(0,0001%)

ïʆʙʥʦʚʣʷʝʪʩʷ ʢʘʞʜʳʝ5-10 ʤʠʥʫʪ ʦʪ120 ʪʳʩ. ʜʘʪʯʠʢʦʚ80 ʩʪʨʘʥʘʭ

File Server ʉʝʨʚʝʨ ʩʦʦʙʱʝʥʠʡ
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Symantec Mail Security ïʥʝ 

ʚʳʧʫʩʢʘʝʪ ʥʠʯʝʛʦ ʚʘʞʥʦʛʦ

Åʅʦʤʝʨʘ ʢʨʝʜʠʪʥʳʭ ʢʘʨʪ, ʤʝʜʠʮʠʥʩʢʠʝ ʟʘʧʠʩʠ, ʩʚʝʜʝʥʠʷ ʦ 

ʩʦʪʨʫʜʥʠʢʘʭ

ïʉʢʘʥʠʨʫʝʪ ʚ ʪʝʣʝ ʩʦʦʙʱʝʥʠʡe-mail ʠʣʠ ʚʣʦʞʝʥʠʷʭ

Database ServerFile Server ʉʝʨʚʝʨ ʩʦʦʙʱʝʥʠʡ
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I recently left Acme, and 

believe your engineering 

team have stolen your #1 

competitors intellectual 

property.  You might want

to let your lawyers see 

this

Bob

I recently left Acme, and 

believe your engineering 

team have stolen your #1 

competitors intellectual 

property.  You might want to 

let your lawyers see this

Bob

Symantec

Mail

Security

ˉ ʢʨʝʜʠʪʥʦʡ ʢʘʨʪʳ

ɼʘʥʥʳʝ ʦ ʩʦʪʨʫʜʥʠʢʘʭ

ʄʝʜʠʮʠʥʩʢʠʝ ʟʘʧʠʩʠ

http://activate.typepad.com/my_weblog/images/skype_logo_1.jpg
http://images.google.com/imgres?imgurl=http://www.polizei-bw.de/lka/images/phishing.jpg&imgrefurl=http://www.polizei-bw.de/fahndung/warnmeldung/&h=193&w=190&sz=45&hl=en&start=33&tbnid=wsF94Aq5ksAkWM:&tbnh=103&tbnw=101&prev=/images?q=phishing&start=20&ndsp=20&svnum=10&hl=en&lr=&rls=GGLG,GGLG:2006-07,GGLG:en&sa=N
http://images.google.com/imgres?imgurl=http://recollectionbooks.com/bleed/images/BB/pirate.gif&imgrefurl=http://www.eskimo.com/~recall/bleed/1202.htm&h=237&w=274&sz=3&tbnid=02YyK3JHLCe8LM:&tbnh=98&tbnw=113&prev=/images?q=skull+and+cross+bones&start=1&sa=X&oi=images&ct=image&cd=1
http://images.google.com/imgres?imgurl=http://www.mcla.edu/Site_Search/magnifying_glass_sm.jpg&imgrefurl=http://www.mcla.edu/Site_Search/index.php&h=225&w=300&sz=6&hl=en&start=3&tbnid=ttVb6--E3ODdWM:&tbnh=87&tbnw=116&prev=/images?q=magnifying+glass&svnum=10&hl=en&lr=&rls=GGLG,GGLG:2006-07,GGLG:en&sa=N
http://images.google.com/imgres?imgurl=http://www.lonestarnationalbank.com/images/cc1.jpg&imgrefurl=http://www.lonestarnationalbank.com/personal/credit_cards.cfm&h=147&w=180&sz=22&hl=en&start=16&tbnid=J9FOWWo8Na81GM:&tbnh=82&tbnw=101&prev=/images?q=credit+cards&svnum=10&hl=en&lr=&rls=GGLG,GGLG:2006-07,GGLG:en&sa=N


ʇʨʦʜʫʢʪʳ ʩʝʤʝʡʩʪʚʘ Mail 

Security
Å Symantec Mail Security for 

SMTP/Symantec Brightmail Gateway

Å Symantec Information Foundation 

Mail Security 6.0 for Microsoft 

Exchange

Å Symantec Mail Security for Lotus 

Domino

ɼʚʝ ʨʘʟʜʝʣʴʥʳʝ ʣʠʮʝʥʟʠʠ

Å Symantec Mail Security

Å Symantec Premium AntiSpam add-on service



ʄʥʦʛʦʫʨʦʚʥʝʚʘʷ 

ʩʠʩʪʝʤʘ ʟʘʱʠʪʳ 

ʠ ʚʘʨʠʘʥʪʳ ʝʝ ʚʥʝʜʨʝʥʠʷ



ɿʘʱʠʪʘ IMɿʘʱʠʪʘ ʦʪ 

ʩʧʘʤʘ
ɿʘʱʠʪʘ ʦʪ 

ʚʠʨʫʩʦʚ

Symantec Brightmail Gateway

ʇʨʦʚʝʨʢʘ ʧʦʯʪʳʇʨʦʚʝʨʢʘ/

ʋʧʨʘʚʣʝʥʠʝ

ʊʝʧʝʨʴ: ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ 

86

ɹʝʟʦʧʘʩʥʦʩʪʴ ʰʣʶʟʘ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ

ʄʝʞʩʝʪʝʚʦʡ 

ʵʢʨʘʥ

ʀʥʪʝʨʥʝʪ ɻʨʫʧʧʦʚʳʝ 

ʩʝʨʚʝʨʘ

ʈʘʥʝʝ: ʥʝʩʢʦʣʴʢʦ ʦʪʜʝʣʴʥʳʭ ʧʨʦʜʫʢʪʦʚ ʠ ʢʦʥʩʦʣʝʡ ʫʧʨʘʚʣʝʥʠʷ

ʂʦʥʝʯʥʳʝ 

ʧʦʣʴʟʦʚʘʪʝʣʠ

ʐʣʶʟ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ
ʌʠʣʴʪʨʘʮʠʷ 

ʠʩʭʦʜʷʱʝʡ ʧʦʯʪʳ



ʄʥʦʛʦʫʨʦʚʥʝʚʘʷ ʟʘʱʠʪʘ ʦʪ 

ʫʛʨʦʟ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ 

ʅʝʠʟʚʝʩʪʥʳʝ

ʧʦʣʫʯʘʪʝʣʠ

ɸʥʘʣʠʟ ʧʦ 

ʨʝʧʫʪʘʮʠʠ ʠ ʥʘ 

ʫʨʦʚʥʝ ʩʦʝʜʠʥʝʥʠʷ

ʏʝʨʚʠ ʠ ʘʪʘʢʠ 

ʪʠʧʘ Directory 

Harvest 

ʉʧʘʤ ʩ 

ʢʘʨʪʠʥʢʘʤʠ

ɺʠʨʫʩʳ

ɿʘʧʨʝʱʝʥʥʳʡ 

ʢʦʥʪʝʥʪ 

ɿʘʱʠʪʘ ʦʪ ʩʧʘʤʘ

ɿʘʱʠʪʘ ʦʪ 

ʚʠʨʫʩʦʚ

ʌʠʣʴʪʨʘʮʠʷ 

ʢʦʥʪʝʥʪʘ



ʃʫʯʰʘʷ ʚ ʩʚʦʝʤ ʢʣʘʩʩʝ 

ʟʘʱʠʪʘ ʦʪ ʩʧʘʤʘ

Åʆʩʥʦʚʥʳʝ ʠʩʪʦʯʥʠʢʠ 

ʩʧʘʤʘ 

Åɹʝʟʦʧʘʩʥʳʝ ʦʪʧʨʘʚʠʪʝʣʠ

Åʉʚʝʜʝʥʠʷ ʠʟ ʛʣʦʙʘʣʴʥʦʡ 

ʩʝʪʠ Symantec 

ʇʨʦʚʝʨʢʘ ʨʝʧʫʪʘʮʠʠ

ÅʇʦʜʜʝʣʴʥʳʝURL

ÅHTTP URL

ÅɿʘʧʨʝʱʝʥʥʳʝURL

ʇʨʦʚʝʨʢʘ ʧʦ URL 

Åɸʥʘʣʠʟ ʟʘʛʦʣʦʚʢʦʚ

Åɸʥʘʣʠʟ ʷʟʳʢʘ

Åɸʥʘʣʠʟ ʢʦʥʪʝʥʪʘ

Åʉʪʨʫʢʪʫʨʥʳʡ ʘʥʘʣʠʟ

Åɸʥʘʣʠʟ ʢʘʨʪʠʥʦʢ

ʕʚʨʠʩʪʠʢʘ

Åʍʵʰ ʪʝʣʘ ʩʦʦʙʱʝʥʠʷ

ÅFuzzy-ʩʠʛʥʘʪʫʨʳ

Åʉʠʛʥʘʪʫʨʳ ʚʣʦʞʝʥʠʡ

ʉʠʛʥʘʪʫʨʳ

Åʇʝʨʩʦʥʘʣʴʥʳʝ çʯʝʨʥʳʝè 

ʠ çʙʝʣʳʝè ʩʧʠʩʢʠ

Åʇʝʨʩʦʥʘʣʴʥʳʝ ʷʟʳʢʦʚʳʝ 

ʬʠʣʴʪʨʳ 

Åʆʧʨʝʜʝʣʝʥʥʳʝ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʩʧʠʩʢʠ 

ʏʝʨʥʳʝ ʩʧʠʩʢʠ

Symantec Brightmail Antispam Engine

ʅʘ ʩʪʦʨʦʥʝSymantec ʅʘ ʩʪʦʨʦʥʝ ʟʘʢʘʟʯʠʢʘ(ʜʦʧ.)

Å ʕʬʬʝʢʪʠʚʥʦʩʪʴ ʩʚʳʰʝ 97% 

Å ʊʦʯʥʦʩʪʴ ïʙʦʣʝʝ 99.9999%

Å ʄʝʥʝʝ ʦʜʥʦʛʦ ʣʦʞʥʦʛʦ ʩʨʘʙʘʪʳʚʘʥʠʷ ʥʘ ʤʠʣʣʠʦʥ ʧʠʩʝʤ

88
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ʉʧʘʤ-ʢʘʨʘʥʪʠʥ ʥʘ 

ʦʩʥʦʚʝ ɺʝʙ-ʠʥʪʝʨʬʝʡʩʘ 
Å ʉʧʘʤ ʭʨʘʥʠʪʩʷ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦ ʠ ʥʝ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʯʝʨʝʟ ʩʝʪʴ. 

Å ɽʞʝʜʥʝʚʥʳʝ/ʝʞʝʥʝʜʝʣʴʥʳʝ ʦʧʦʚʝʱʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦ ʥʦʚʦʤ ʩʧʘʤʝ 

Å ʎʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ ʫʜʘʣʝʥʠʝ ʩʦʦʙʱʝʥʠʡ ʯʝʨʝʟ x ʜʥʝʡ 

Å ɺʦʟʤʦʞʥʦʩʪʴʧʝʨʝʥʦʩʠʪʴ ʢʘʨʘʥʪʠʥʥʳʝ ʩʦʦʙʱʝʥʠʷ ʚ ʧʘʧʢʫ ʚʭʦʜʷʱʠʭ 

ʩʦʦʙʱʝʥʠʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

Å ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʢʘʨʘʥʪʠʥ ʚ ʣʶʙʦʝ ʚʨʝʤʷ

Å ʌʫʥʢʮʠʷ ʧʦʠʩʢʘ ʢʘʢ ʜʣʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ, ʪʘʢ ʠ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 



Firewall

Traffic Shaping

Internet

SMTP Groupware

Symantec Mail 
Security 8100

Symantec Mail 
Security  8300 Symantec Mail 

Security 
Exchange/Domino

Change (SPF) to (SPF and Sender ID)ʏʪʦ ʜʝʣʘʝʪ

Åʉʢʘʥʠʨʦʚʘʥʠʝ ʭʨʘʥʠʣʠʱʘ ʩʦʦʙʱʝʥʠʡ ʚ 

ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ, ʧʦ ʨʘʩʧʠʩʘʥʠʶ 

ʠ ʧʦ ʟʘʧʨʦʩʫ

Åɸʥʪʠʚʠʨʫʩʥʦʝ ʩʢʘʥʠʨʦʚʘʥʠʝ ʚʭʦʜʷʱʝʛʦ, 

ʠʩʭʦʜʷʱʝʛʦ ʠ ʚʥʫʪʨʝʥʥʝʛʦ ʪʨʘʬʠʢʘ

Åʆʪʩʝʠʚʘʥʠʝ ʥʝʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʧʦʯʪʦʚʦʛʦ 

ʢʦʥʪʝʥʪʘ ʩ ʧʦʤʦʱʴʶ ʪʝʭʥʦʣʦʛʠʡ ʧʨʦʚʝʨʦʢ 

ʩʦʦʪʚʝʪʩʪʚʠʷ

ʈʝʟʫʣʴʪʘʪ

Å ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ 

ʚʠʨʫʩʦʚ ʚʥʫʪʨʝʥʥʠʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ

Å ʆʯʠʩʪʢʘ ʩʦʦʙʱʝʥʠʡ ʭʨʘʥʷʱʠʭʩʷ ʚ 

ʭʨʘʥʠʣʠʱʝ ʧʦʩʣʝ ʘʪʘʢ, ʧʨʦʚʝʜʝʥʥʳʭ 

ʚʦ ʚʨʝʤʷ ʦʪʩʫʪʩʪʚʠʷ IT

Symantec Mail Security for 

Microsoft Exchange

Symantec Mail Security for Domino



Symantec Information 

Foundation Mail Security 6.0 

for Microsoft Exchange



ʇʦʜʜʝʨʞʠʚʘʝʤʳʝ ʧʣʘʪʬʦʨʤʳ



ʀʥʪʝʨʬʝʡʩ ʫʧʨʘʚʣʝʥʠʷ


